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Welcome Letter 

 
 
Dear Delegates,  
 
 
We would like to extend the warmest welcome to all of you to the Third Committee 
(Social, Humanitarian, & Cultural) of the General Assembly and, more broadly, to 
NAMUN 2018! To introduce ourselves: our names are Marianna Kalaczynski and 
Amanda Ng, and we are your chairs for the Third Committee. We are each responsible 
for managing the academic content of this committee and addressing any questions or 
concerns you may have concerning the committee’s two topics. Please feel free to 
approach Marianna with your queries on the topic of the “Regulation of Misinformation” 
and Amanda with your queries regarding “The Right to Digital Privacy.” We will be 
joined on the dais by Steve Zhu, moderator for the Third Committee and a Model United 
Nations veteran. 
 
With regards to our academic backgrounds, Marianna is completing a double major in 
Polish Studies and History with a minor in English, and Amanda is majoring in Ethics and 
pursuing double minors in Writing & Rhetoric and Religion at the University of Toronto. 
Both of us have considerable experience in Model United Nations and have worked 
tirelessly in the months leading up to February to ensure that you will have an amazing 
experience at Canada's oldest university-level conference. It is our hope and desire that 
the enclosed topics to be discussed at this year’s conference will result in enriching, 
heated debates and, by extension, thoughtful and innovative resolutions.  
 
We have created this background guide for the sole purpose of being your primary 
point of introduction to the committee material. It shall serve as your chief academic 
reference point for the content of this conference, ideally reading as a policy brief (and 
not a fully comprehensive document on the two topics). Therefore, should you wish to 
research or adopt definitions/information beyond what is included in this guide, you are 
more than welcome to do so.  
 
On behalf of the NAMUN 2018 team, we wish you the best of luck in your preparations 
for this year’s conference, and we look forward to meeting each and every one of you 
very soon. 
 
 
Yours truly, 
 
Marianna Kalaczynski and Amanda Ng 

	
	



	
	
	

THE REGULATION OF MISINFORMATION 
By Marianna Kalaczynski 

 
 

Introduction 
 
 
The United Nations views the regulation of misinformation as an issue of privacy and 
protection, and as a key responsibility for member states. Secretary General Ban Ki 
Moon stated that he believes the key to success is “fostering more effective global-
regional collaboration.”1 
 
It is evident that the United Nations has consistently been unable to, as an international 
organization, define or regulate misinformation on any level. For example, 2011 agenda 
items from the Security Council state that, in regards to the prevention of misinformation, 
the reliance on well-respected individuals to lead by example is an efficient way to 
reinforce what the United Nations has thus been unable to do: “The European Union and 
the OSCE [the Organization for Security and Co-operation in Europe], for instance, have 
set up dedicated situation rooms. Respected regional figures, such as the African Union’s 
Panel of the Wise, can reinforce global messages about human rights norms and 
responsibility to protect principles and about accountability and the decline of impunity.” 
The United Nations lacked any such coordinated policy to “get out the message”.2 
 
In 2014, with the outbreak of Ebola, the United Nations once again recognized that other 
than the Ebola virus, “we must also fight the virus of fear and misinformation. Bans on 
travel or transport will not keep Ebola from getting out, but will keep medical personnel 
and supplies from getting in. We need to isolate people affected by Ebola – but not the 
nations struggling to cope with it.”3 Misinformation here threatened the lives of people in 
countries affected by Ebola, causing the United Nations to once again put the media’s 
portrayal of the virus on the agenda. 
 
Allegations of widespread use of clear misinformation in the 2016 US Presidential 
Election 4  and on a smaller scale over the past decade has made it clear that 
misinformation like this can have global consequences. Multi-state cooperation, thus, is 
essential in streamlining an action undertaken against the spread of misinformation. But,  
																																																								
1 "Informal Interactive Dialogue on the Role of Regional and Sub-regional Arrangements in 
Implementing the Responsibility to Protect," General Assembly of the United Nations President of 
the 65th Session, July 12, 2011, accessed August 30, 2017, 
https://www.un.org/en/ga/president/65/initiatives/RtoPdialogue.html. 
2 Ibid. 
3 "Secretary-General of the United Nations' Opening Statement," General Assembly of the 
United Nations General Debate of the 71st Session, September 24, 2014, accessed August 30, 
2017, https://gadebate.un.org/en/69/secretary-general-united-nations.	
4 Allcott, H., & Gentzkow, M. (2017). Social media and fake news in the 2016 election. The 
Journal of Economic Perspectives, 31(2), 211-236. 



 
 
 
the cooperation across borders could also increase the spread of misinformation, whether 
unintentionally, or, more dangerously, intentionally. However, as of 2011, the United 
Nations did not believe that “a single standard, benchmark, or template to all regions”5 
could be possible to implement.  
	
Recently, the issue of ‘fake news’ has gathered attention, as the term has come to define 
false information or propaganda published under the guise of being authentic news, 
seemingly originating from a respected news outlet. Certain organizations, such as the 
International Federation of Library Associations and Institutions (IFLA), have published 
their own criteria on how to double check whether a given news-piece is in fact accurate. 
Although the United Nations has recognized the involvement of organizations in the 
prevention of misinformation, no concrete ideas have emerged in regards to what these 
organization could be, or what the extent of their involvement in media ought to be.6 
 
The United Nations has not, to this date, successfully passed a resolution that would 
account for the prevention of and protection from misinformation, nor has the 
international community agreed on any regulations regarding the issue of misinformation. 
Evidently, this issue will persist in today’s increasingly technological age, and will continue 
to cause headaches so long as misinformation is continuously prevalent in easily 
accessible media. 
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

																																																								
5 Informal Interactive Dialogue on the Role of Regional and Sub-regional Arrangements in 
Implementing the Responsibility to Protect." 
6 Hochschild, J. L. and Einstein, K. L. (2015), Do Facts Matter? Information and Misinformation in 
American Politics. Political Science Quarterly, 130: 585–624.	



 
 
 

Definitions 
 
 
Misinformation: False or inaccurate information, especially that which is deliberately 
intended to deceive. 
 
Regulation: A rule or directive made and maintained by an authority. 
 
Inter-governmental: Relating to or conducted between two or more governments. 
 
Misinterpretation: The action of interpreting something wrongly. 
 
Terrorism: The unlawful use of violence and intimidation, especially against civilians, in the 
pursuit of political aims. 
 
Uniform policy: Remaining the same in all cases and at all times; unchanging in form or 
character. 
 
Accessible media: Media forms that are most easily reachable, such as online sources or 
newspapers 
 
Regional: An administrative district of a city or country. 
 
Sub-regional: A division of a region. 
 
Blanket resolution: Covering all cases or instances; total and inclusive 
 
Fake news: Not genuine; imitation or counterfeit newly received or noteworthy 
information, especially about recent events. 
 
Prevention: The action of stopping something from happening or arising. 
 

  
	
	
	
	
	
	
	
	
	
	



	
	
	

Historical Background 
	
The prevailing current of misinformation at this moment is the “grim propagation of 
misinformation and misinterpretation in the Western media regarding Islam and Sharia 
law,”7 particularly as a result of terrorism and migration. Misinformation regarding Islam 
as well as terrorist groups has flooded all forms of media, the results of which continue to 
harm many people today. Thousands of victims of conflicts and terrorism continue to be 
unaided, whether it be through the harsh process of migration to Europe, seeking shelter 
in overfilled refugee and displacement camps, or rejection of the basic human rights of 
food, water, and shelter. Many people’s attitudes towards immigrants and refugees on 
the continent are characterized by hatred, fear, and racism, as most European countries 
are able to only perceive the danger posed by migrants, both socially in terms of public 
safety, financially in regards to the expenses associated with housing and maintaining the 
hypothetical newcomers, and in terms of the perceived threat of terrorism. Right-wing 
news sources have been documented promoting these attitudes, often with very little 
factual backing – but they play to deep social fears about the fragility of European 
culture in the face of mass migration. Playing to nativist sentiments and magnifying the 
negative consequences of migration – like in the media storm surrounding the violence on 
2015’s New Year’s Eve in Cologne8 – both legitimate news sources and outright peddlers 
of misinformation can directly shape policymaking.9 Those who suffer from this nativist 
backlash are among the world’s most vulnerable people. 
 
Furthermore, the negative attitude towards the differences in religion of the host countries 
and the migrants is a vital aspect in the construction of these biases. Islam, as a religion, is 
being grossly misunderstood, with individuals acting upon misinformation about the faith 
in their actions. The militant group ISIS has heavily contributed to widespread 
Islamophobia, especially in European countries that would be able to welcome asylum-
seekers. It is the misinformation present in certain widespread media, such as the 
American media company Fox News, and willful belief in characterizing the religion as a 
whole due to the actions of the radical Islamic State that increasingly garners more 
individuals expressing Islamophobia.10 These individuals then, in turn, continue to spread 
the misinformation through their own channels, whether it be in person, online, through 
political affiliations, demonstrations, or protests. Because of the combination of all these  
 
																																																								
7 His Excellency Al Hadji Yahya Jammeh, President of Gambia - Statement." 
8 The Canadian Press, "Germany plans easier deportation of foreign criminals after Cologne 
attacks," Maclean's, January 12, 2016, , accessed October 11, 2017, 
http://www.macleans.ca/news/world/germany-plans-easier-deportation-of-foreign-criminals-
after-cologne-attacks/. 
9 Citrin, Jack and John Sides (2008). “Immigration and the Imagined Community in Europe and 
the United States,” Political Studies 56(1): 33-56. 
10 Gabriela Arana, "Islamophobic Media Coverage Is Out Of Control. It Needs To Stop.," The 
Huffington Post, November 18, 2015, , accessed October 11, 2017, 
http://www.huffingtonpost.ca/entry/islamophobia-mainstream-media-paris-terrorist-
attacks_us_564cb277e4b08c74b7339984.	



 
 
 
factors, asylum-seekers and migrants continue to be discriminated against, which directly 
affects their ability to attain better life and living conditions. 
 
Since misinformation in this case essentially is the cause of human suffering, certain 
organizations and individuals have undertaken the task of clarifying information about 
this issue, such as prominent Muslim leaders. However, there are a considerable number 
of people who continue to repeatedly believe the misinformation, and by doing so risk 
the lives of thousands across the globe from many faiths. 
 
These divisions have in turn had a dramatic effect on the international stage, where the 
debate around Islam and migration more broadly has formed dramatic rifts between 
former allies. The European Union has been unable to convince its members to aid the 
migrants and open borders for them, despite the threat of sanctions being placed on 
them by the European Union. As such, the imposition of threats against those not 
cooperating in the migrant crisis as also led to rifts within the European community. The 
Visegrad Group, that is, the Czech Republic, Hungary, Poland and Slovakia, especially 
has been outspoken about their concerns for security and stability at the expense of 
accepting migrants and asylum-seekers. These countries, among others, have banded 
together against the western European countries in the European Union, and continue to 
protest the imposition of what they deem to be unjust policies and actions in response to 
the migrant crisis. They frequently cite the same kinds of issues that peddlers of fake 
news and skewed facts have sold to their people – ranging from totally debunked stories 
like the governance of British neighbourhoods under Islamic law to exaggerated accounts 
of migrant crime. The beliefs of the common people have a powerful effect on 
democratic politics.11 
 
When biased information enters the accessible media at the rate that it currently does, 
misinformed individuals are obviously most susceptible to believing what they hear from 
what they perceive to be a reliable source. Whether they believe the source because it 
presents them with information to support their pre-existing beliefs or it is because they 
simply are unable to distinguish misinformation from fact-based information, the issue 
remains that they agree with the misinformation and have the potential to then proceed 
to act upon it when threatened by the so-called threat to their beliefs. Then, the issue of 
misinformation enters into a phase of words against words that often escalate to 
violence. However, the issue in terms of resorting to violence brings into light the danger 
of what is in it’s simplest form of mass propaganda of false information. It can be 
inferred that this is a form of population indoctrination with political motives set to a pre-
existing agenda of gaining a population’s support for a movement of individual. The 
United Nations has yet to, in this instance, define active participation in the spread of  
 

																																																								
11 “Big, bad Visegrad: Illiberal central Europe”. The Economist, January 28, 2016. Accessed 
October 11, 2017. https://www.economist.com/news/europe/21689629-migration-crisis-has-
given-unsettling-new-direction-old-alliance-big-bad-visegrad  



 
 
 
misinformation and the role an individual has in receiving and then acting upon 
misinformation. 
 
 
 

Issues 
 
	

The political aspect to the regulation of misinformation includes the fine line between 
interfering in a state’s sovereignty and placing a uniform policy that is meant to be 
adhered to by all. In part this may explain why the United Nations has been unable to 
agree on and pass any policies to regulate the flood of misinformation in accessible 
media. Although certain states have chosen to implement their own regulations, there is no 
consensus from the international community or large governing body regarding how 
regulation should be developed or approached, and although attempts have been 
made, the regulations were often inadequate as they provided much grey area in which 
the regulations could be and often were misinterpreted. An example of the abuse of 
aforementioned grey areas is the Twitter platform, which bans accounts that post or 
publish false information or misinformation, but does not effectively combat the spread of 
it through external sources being linked to an account, for example, a user may share a 
blog post with obvious misinformation as a link on Twitter, and the platform will most 
likely not detect the content, as it is not outwardly stated in the post made by the user.12 
 
Therefore, it is in the United Nations’ best interest to begin the process of developing 
international guidelines for the regulation of misinformation for member states to adhere 
to and adapt to best suit them. 
 
Non-governmental organizations have also been involved in the regulation of 
misinformation, whether it be through lobbying, patrolling accessible media, or spreading 
awareness to consumers about how to accurately identify misinformation in their 
respective media channels. Although non-governmental organizations may, at first glance, 
appear to be more sensitive to the scale of misinformation, it is important to note that the 
organizations are not elected representatives by the population, and are not held 
accountable to any governing body. Therefore, it is worth questioning the legitimacy of 
these organizations despite what may appear to be action on their part in response to 
perceived inaction on the part of an elected governing body.  
 
As non-governmental organizations operate without accountability, governing bodies on 
a global, regional and/or subregional level have the highest authority in each respective 
jurisdiction to incur change in the approach to regulating misinformation. It is often the 
case that subregional governing bodies were quicker to approach and attempt to  

																																																								
12  "Reporting spam on Twitter," Twitter Help Center, 2017, accessed September 13, 2017, 
https://support.twitter.com/articles/64986#. 



 
 
 
resolve the issue of misinformation due to the modest populations under their jurisdiction. 
It is increasingly difficult for regional and global governing bodies to reach an 
agreement in defining misinformation, without which it is nearly impossible to pass 
regulations. Because of this, the United Nations ought to lead by example in attempting 
to incur change in the international community and provide member states with clear 
guidelines regarding the establishment of regulations of misinformation. 
 
The development of programs aimed at spreading awareness to the audience at the 
highest risk of being affected by misinformation is one approach towards  a solution. 
Although non-governmental organizations have taken upon themselves the task of 
bringing awareness, governmental bodies have yet to take the lead in educating the 
populations within their jurisdiction. Furthermore, the regulation of media outlets, for sake 
of liability and accuracy, ought to be explored as well. The issue of governmental 
interference in free press, however, should also be discussed in regards to the extent of 
involvement, among others. 
 
The regulation of misinformation without censorship is a controversial subject in that the 
issue of free speech and its extent of and presence in the issue of misinformation arises 
whenever censorship is being discussed. However, should a state employ censorship, there 
is no guarantee that misinformation would be eradicated, as the state would then be 
able to choose what it believes to be correct and incorrect information. With this comes 
the potential for excessive censorship. In the example of China and its governmental 
censorship, its government is able to decrease the circulation and widespread presence 
of misinformation, but at the cost of political freedoms and the ability of citizens to voice 
their opinions.13 Therefore, there must be a balance between the implementation of 
censorship in effectively combating misinformation, but also a clear boundary for its use 
as to not encourage the propagandization of information. 
   
 
 
 
 
 
 
 
 
 
 
 

																																																								
13 “Rumors, sensationalism are China censorship targets on Tencent’s WeChat – study.” Reuters. 
July 20, 2015. Accessed October 11, 2017. https://www.reuters.com/article/us-china-
censorship-tencent/rumors-sensationalism-are-china-censorship-targets-on-tencents-wechat-study-
idUSKCN0PU15X20150720.  



 
 
 

United Nations Activity 
 
 
The United Nations has not yet passed any resolutions dealing with the regulation of 
misinformation. Thus far, only statements have been made, mostly from the former 
Secretary General, which urge the international community to take responsibility for the 
protection of information. Certain ideas have been proposed, such as the involvement of 
NGOs essentially as ‘watchdogs’ over the disbursement of misinformation, as well as 
being responsible for its elimination. There has not, however, been any systematic 
attempt to define what this role would look like or how to implement such a framework. 
 
 
The Security General’s Follow-up to the outcome of the Millennium Summit, “The role of 
regional and sub-regional arrangements in implementing the responsibility to protect,” 27 
June 2011. 
This document outlines the Security General’s belief that there isan inate responsibility to 
protect populations from harm, stating that “Fostering more effective global-regional 
collaboration is a key plank of [the Security General’s] strategy for realizing the promise 
embodied in the responsibility to protect.” As well, the Secretary General understands 
that “States and civil society groups that are closer to the events on the ground may have 
access to more detailed information, may have a more nuanced understanding of the 
history and culture, may be more directly affected by the consequences of action taken 
or not taken, and may be critical to the implementation of decisions taken in New York.” 
Thus, it is evident that a blanket policy would not be applicable to be implemented. 
Instead, governing bodies should better realize the implementation of decisions taken by 
the United Nations in different ways as to ensure that they would fulfill their desired 
function in the region in response to various factors such as specific history and culture of 
the population.14 
 
 
The Secretary General’s Address to the General Assembly, “From Turmoil to Peace,” 24 
September 2014 
In this document, the Secretary General acknowledges that “The trends that bring people 
together – instant communications, free trade and ease of travel – are also being 
exploited by forces that keep them apart.” The Secretary General also states that, in 
response to the outbreak of the aforementioned Ebola virus, “[the United Nations] must 
also fight the virus of fear and misinformation.  Bans on travel or transport will not keep 
Ebola from getting out, but will keep medical personnel and supplies from getting 
in.  We need to isolate people affected by Ebola – but not the nations struggling to cope 
with it.” The clearest statement made by the Secretary General includes the following  

																																																								
14  "Informal Interactive Dialogue on the Role of Regional and Sub-regional Arrangements in 
Implementing the Responsibility to Protect." 



 
 
 
call to action: “Today [the United Nations] face[s] far more man-made crises than natural 
calamities.”15 
 
 

Task of the Committee 
 
 
  The task of the committee is to develop policy to ensure the accurate and timely 
flow of information on a global scale, in an attempt to lessen misinformation across 
media platforms and regulate. Whether this should be done through non-governmental 
organizations, United Nations-formed organizations or groups, or news corporations is 
open to discussion, as well as the eventual overcoming of differences between states and 
their subsequent cooperation, and to what extent. Certain states already have policies 
regarding misinformation in place, but these policies should also be examined, not only 
as possible sources of inspiration in the formation of policies, but also to ascertain 
whether a state’s policies do not hinder information and propagate misinformation at the 
state’s will. The question of state censorship and to what extent misinformation could be 
accurately filtered is also a valid discussion. A basic example of this would be China, as 
its government’s political censorship policies can be viewed as effectively combating 
misinformation – at a price. The United Nations is bound to respect basic human rights 
like the right to freedom of speech, but it must also acknowledge the diversity of 
approaches across its membership. 
 
As well, the issue of ethics in regards to the voluntary and intended spread of 
misinformation should be discussed, as the impact it has further disseminates and stirs up 
unrest and hatred within populations. The continuous normalization of misinformation also 
contributes to the popularity of certain beliefs that have the potential to become threats 
to a given population as a whole. Because of this, the United Nations ought to also task 
itself with increasing awareness to the global community in regards to how to 
differentiate between misinformation and fact-based information in accessible media.  
 
Furthermore, the United Nations should consider the role of media providers in controlling 
the spread of false information through their platforms – a kind of self-policing. As such, 
recommendations in the media spectrum ought to be made, and the role of governments 
in monitoring adherence to these regulations should also be discussed. 
 
General education of the population, as well, ought to be discussed in order to bring 
more awareness to the receiver of information. Whether it be through the development 
and implementation of programs, initiatives, non-governmental organizations or  

																																																								
15 "‘The Fasten Seat Belt Light is Illuminated’, Warns Secretary-General, Summoning World 
Leaders at Start of Annual Debate to ‘Find and Nurture Seeds of Hope’." United Nations Meetings 
Coverage & Press Releases, September 24, 2014. Accessed August 30, 2017. 
https://www.un.org/press/en/2014/ga11560.doc.htm. 



 
 
 
governmental leadership at various stages of human development, it would benefit the 
population as a whole and would eventually lead to the expulsion of misinformation in 
accessible mass media. 
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THE RIGHT TO DIGITAL PRIVACY 
By Amanda Ng 

 
 

Introduction 
 
	
There has never been a time when digital technology has been as rapidly developing 
and as accessible as it is today, allowing us to “extend our natural abilities and alter our 
social environment”16 and, thus, improving the daily lives of individuals and communities 
around the world. That being said, increased accessibility/convenience of, dependency 
on, and developments in the usage and capacities of information and communication 
technologies (ICTs) have raised a multitude of implications, benefits and concerns alike, on 
the protection and enjoyment of human rights.  
	
On one hand, Ms. Navy Pillay, former United Nations High Commissioner of Human 
Rights, acknowledged in preliminary discussions on developing “the right to privacy in the 
digital age” and principles of protection that increasing accessibility and advances in 
ICTs are greatly conducive to “foster[ing] democratic participation,” for they provide 
platforms for instantaneous access, sharing, and dissemination of information and “real-
time communication.”17 As a means of global connection, ICTs allow individuals and 
communities to mutually educate and initiate debate on, as well as “expose abuses” and 
promote advocacy of human rights, thereby facilitating the cultivation of a socio-political 
awareness that is essential for global citizenship.2 Conversely, the High Commissioner also 
recognizes how technologies may be developed and used for purposes that impede on 
democracy and “threaten individual rights,”2 whether in a legal or criminal fashion, 
namely regarding the concern of the right to privacy. Some potential violation concerns 
include “mass electronic surveillance and [information] interception”2 and collection 
through ICTs by corporations, governmental organizations, and individuals (hereon known 
collectively as “stakeholders”).18 
 
Having explored and debated the widespread implications and imminent risks at the 
intersection between digital privacy and ICTs, the United Nations displays active concern  

																																																								
16 Colin M. Bain, Jill S. Colyer, and Dennis Des Rivieres, 
 Transitions in Society: The Challenge of Change. (Don Mills, Ont.: Oxford University Press, 2002), 
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17 Navanethem Pillay, "Opening Remarks by Ms. Navi Pillay United Nations High Commissioner 
for Human Rights to the Expert Seminar: The right to privacy in the digital age," United Nations 
Human Rights: Office of the High Commissioner, February 24, 2014, accessed August 1, 2017, 
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18 Deborah Brown, "New UN resolution on the right to privacy in the digital age: crucial and 
timely," Internet Policy Review, November 22, 2016, accessed August 2, 2017, 
https://policyreview.info/articles/news/new-un-resolution-right-privacy-digital-age-crucial-and-
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for human rights in the digital age. Most importantly, the UN first established with GA 
Resolution 68/187, or topic-specific A/C.3/68/L.45, in 2013-2014 that “human rights 
should prevail irrespective of the medium and therefore need to be protected both 
offline and online,”19 which thus addresses the right to privacy specifically in the context 
of digital communication.  
 
Since, the UN has continuously worked to develop what protecting the “right to privacy in 
the digital age” would entail for stakeholders. Yet, stakeholders continue to negotiate 
and debate what laws, policies, and stakeholder obligations ought to be in place to 
protect individuals’ data; the notion of privacy and the extent stakeholders have the duty 
to protect it; reasonable limitations to privacy in light of conflicting interests, including 
upholding state security; and the role of businesses and corporations, who are 
responsible for the bulk of consented data collection. Hence, this committee must 
determine what, if any, boundaries to information collection or retention that states and 
corporations must respect, the extent to which this privacy should be protected by policy, 
and the conditions under which this privacy may be violated in the public interest.  
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Definitions 
 
	

The following definitions are official for this committee. This means that the definitions are 
catered to this topic and are, where possible, defined by UN agencies and/or its 
collaborators. They are to be used as a reference point for discussion. Without agreed 
definitions, it can be very difficult for a committee to discuss the issue at hand and come to 
a consensus when trying to draft comprehensive, workable resolutions. 
 
Information Communication Technologies (abbrev. ICTs or ICT [goods]):  
The Organisation for Economic Co-operation and Development (abbrev. OECD) defines 
ICTs as “goods . . . that are either intended to fulfil the function of information processing 
and communication by electronic means, including transmission and display, OR which use 
electronic processing to detect, measure and/or record physical phenomena, or to control 
a physical process.”20 The term “ICT” is internationally agreed-upon and used as part of 
the UN Harmonised System.5   
 
Human Rights:  
Human rights are defined in the Universal Declaration of Human Rights (abbrev. UDHR), 
which can be described as an international “milestone document in the history of human 
rights”21 that outlines “basic rights and fundamental freedoms to which all human beings 
are entitled.”22 More specifically, they are “rights inherent to all human beings, 
regardless of race, sex, nationality, ethnicity, language, religion, or any other status. . . .  
Everyone is entitled to these rights, without discrimination.”7 

 
Mass Surveillance (or Bulk Access): 
According to Privacy International, mass surveillance can be defined as “the subjection of 
a population or significant component of a group to indiscriminate monitoring[,] . . . 
[involving] a systematic interference with people's right to privacy.”23 It involves bulk 
access technologies: that is, “any system that generates and collects data on individuals 
without attempting to limit the dataset to well-defined targeted individuals is a form of 
mass surveillance.”9 Within the debate surrounding the right to digital privacy, this term is 
most often used in reference to governments and their relationships with corporations that 
collect individual data.  

																																																								
20 OECD Statistics Directorate, "Information, Communication Technology (ICT) goods Definition," 
OECD Glossary of Statistical Terms, December 4, 2004, , accessed August 3, 2017, 
https://stats.oecd.org/glossary/detail.asp?ID=6274.	
21 "Universal Declaration of Human Rights," United Nations, accessed August 03, 2017, 
http://www.un.org/en/universal-declaration-human-rights/.  
22 "What is the Universal Declaration of Human Rights?" Australian Human Rights Commission, 
December 13, 2012, accessed August 02, 2017, 
https://www.humanrights.gov.au/publications/what-universal-declaration-human-rights. 
23 "Privacy International," Mass Surveillance, accessed August 03, 2017, 
https://www.privacyinternational.org/node/52.	



 
 
 
 
Privacy:  
The Special Rapporteur on the promotion and protection of human rights and 
fundamental freedoms while countering terrorism, Ben Emmerson, defines privacy in his 
report (A/69/397) “as the presumption that individuals should have an area of personal 
autonomous development, interaction and liberty free from State intervention and 
excessive unsolicited intrusion by other uninvited individuals.”24 Emmerson further explains 
that “[t]he duty to respect the privacy and security of communications implies that 
individuals have the right to share information and ideas with one another without 
interference by the State (or a private actor), secure in the knowledge that their 
communications will reach and be read by the intended recipients alone. The right to 
privacy also encompasses the right of individuals to know who holds information about 
them and how that information is used.”10 

 
Right to Privacy: 
The Right to Privacy is officially defined in Article 12 of the Universal Declaration of 
Human Rights and Article 17 of the International Covenant on Civil and Political Rights (in 
accordance with the UDHR), which states that “[n]o one shall be subjected to arbitrary 
interference with his privacy, family, home, or correspondence, nor to attacks upon his 
honor and reputation. Everyone has the right to the protection of the law against such 
interference or attacks.”25  
 
Terrorism: 
It is important to recognize that international consensus on the definition of the term 
“terrorism” does not exist, and the UN continues to struggle with establishing one. 
However, the UN has defined “terrorism” in relation to identified underlying motivations 
for it and its implications on human rights (within the 2004 UN “Report of the High-level 
Panel on Threats, Challenges and Change,” A more secure world: Our shared 
responsibility). In the report, terrorism is defined as “a threat we face” because it “attacks 
the values that lie at the heart of the Charter of the United Nations: respect for human 
rights[,] the rule of law[,] rules of war that protect civilians[,] tolerance among peoples 
and nations[,] and the peaceful resolution of conflict[;] . . . flourishes in environments of 
despair, humiliation, poverty, political oppression, extremism and human rights abuse[,] . . 
. [as well as] in contexts of regional conflict and foreign occupation; and . . . profits from 
weak State capacity to maintain law and order.”26 
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Historical Background 
 
 
The United Nations recognizes the primary exigence for the development of the 
Universal Declaration of Human Rights to be the plethora of serious human rights 
violations that occurred in the Second World War; in fact, the UDHR was adopted shortly 
after the end of the war -- on December 10, 1948 -- by the UN General Assembly.27 
This holds true specifically with regards to the development of the right to privacy as 
well.28 In Europe during the Second World War, French Nazi collaborator André Tulard -
- officially the “head of the Service on Foreign Persons and Jewish Questions at the 
Prefecture of Police of Paris”29 -- spearheaded one of the most notorious violations to the 
right to privacy in modern history by performing “a census of ‘Jews’ . . . living in the Paris 
region” and, thereafter, creating a central filing system (known as the “Tulard files”) that 
kept track of Jewish people and were used to locate and persecute them, as part of the 
“dozen dragnets conducted [in Paris] between May 1941 and February 1944” issued by 
“the German ordinance of 27 September 1940.”30 The terrible aftermath of this incident 
and wish to prevent any similar occurrences in the future demanded the initial inclusion of 
“the right to privacy” article in the UDHR, as well as urged countries to continuously 
develop and maintain legislation protecting individuals’ personal data.14 

 
Considering that Europe was the setting of the aforementioned Holocaustic violation of 
privacy and abuse of individuals’ information, data and online privacy has been a 
persistent priority particularly for the countries of the European Union.14 Significantly, 
widespread public distrust towards the government and their data collection -- which can 
be traced back to the privacy violations associated with Tulard files for the purposes of 
genocide -- continues to be a popular sentiment today among European citizens, though it 
has evolved with the advent of ICTs to include distrust towards corporations, who are now 
responsible for most of the data-collecting.31 As Margrethe Vestager, Europe’s 
Commissioner for Competition, has said in a 2016 interview, “[European citizens] distrust 
the companies to protect their data, and . . . that is very bad, because then there is a risk 
of withdrawing from all the benefits of our digital economy. And in order to build up 
trust[,] I think it is very important that we enforce privacy rules, that we get privacy by 
design in new services, so that privacy is not just an add-on, that it is very basic.”16 
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As a result, most recently, Europe has developed the “General Data Protection 
Regulation (abbrev. GDPR):” one of the most stringent, comprehensive bodies of pro-
privacy legislation to-date, which will be, after a period of transition, fully enforceable in 
May 2018.32 Importantly, succeeding the 1995 EU Data Protection Directive, this 
regulation will extend the need for compliance with EU privacy laws to any/all 
businesses and corporations that “target EU customers from outside the EU” and promises 
hefty administrative fees or a penalty of “up to 4 percent of global turnover” shall 
companies fail to comply.13, 17  A notable aspect of the regulation is its second chapter 
(Articles 5-11), which outlines the principles and rules to which companies must adhere 
when handling personal data. It includes epoch-making policies such as Article 7 on 
“Conditions for Consent” -- which forces companies to present consent requests to 
individuals in a “clearly-distinguishable,” . . . “intelligible and easily accessible form . . . 
using clear and plain language”17 so as to uphold its principles of  “lawfulness, fairness, 
and transparency” (otherwise, such consensual contract becomes non-binding) -- and 
gives users the ability to “withdraw [his or her] consent at any time.”17 The legislation also 
lists the “Rights of the data subject” in its third chapter (Articles 12-23), which can be 
regarded as “subsidiary rights” to the right to digital privacy. A highly discussed right is 
Article 17: Right to Erasure, otherwise known as the “Right to be forgotten,” which 
essentially posits that, upon request of the data subject on certain reasonable “grounds,” 
the data controller must “erase personal data [concerning him or her] without undue 
delay” and provides exceptions to this right, such as for issues of “public interest” 
pertaining to upholding the “freedom of expression and information;” “public health;” 
“legal claims;” and scientific or historical research purposes.17  
 
Such policies are intended to solve significant problems including over-complicated terms 
and conditions that users tend to overlook as a result of the sheer length of and 
complexity of the jargon used within them. Ultimately, over-complicated terms hinder 
users’ understanding of that to which they are consenting. For example, concealed in 
these agreements between service providers and the consumers may be permissions to 
sell or exchange users’ personal or meta data with other third-party companies for 
marketing and “targeted-advertising” purposes, thereby acting as an additional “source 
of revenue” for companies that collect and sell user data.33 On the surface, then, it seems 
obvious that internet corporations would be against stringent privacy regulations, such 
those of the GDPR. However, there is much more depth to their objections, including  
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concerns for the implementation and enforcement of the GDPR and for their own 
operations.34  
 
Specifically, opponents of the GDPR have focused on 3 points, the first being on Article 3 
of the GDPR on “Territorial Scope,”19 which states that the regulation applies to any 
“[data] controller or . . . processor” in or outside the European Union, so as long as they 
are involved in “the processing of personal data of data subjects who are in the 
Union.”35 The “borderless” nature of the GDPR raises a multitude of questions regarding 
whether it is plausible and practical to enforce; the ability of the EU to impose 
compliance and penalties on corporations outside of the EU; and the potential precedent 
it creates on an international level for “borderless regulations.”19 Another point of 
contention is the aforementioned Article 17 on the “Right to erasure,” because this right 
inherently conflicts with the “freedom of expression and information,” thereby creating 
the issue and necessity of balancing the two.19 Also, under Article 17, if a “data subject” 
requests for his/her personal data -- including “any links to, or copy or replication of, 
those personal data” -- to be erased by all controllers of it, the company that collected 
the data subject’s information must take “reasonable steps . . . to inform [other] controllers 
which are processing the personal data . . . [of which] the data subject has requested the 
erasure.”21 As such, the article may also be incredibly difficult or burdensome for data-
collecting companies to uphold, for data that has been made public is constantly being 
copied, linked and archived on the internet.36 Lastly, and probably the most 
controversial, is the formula by which the EU intends to fine companies shall they fail to 
comply with the regulation, as well as the severity of these penalties.19 Opponents of the 
GDPR have argued that the EU’s fining companies a percentage of their global turnover 
is unreasonably excessive and questioned if the EU is entitled to “[calculate] [fines] using 
revenues earned from outside of the EU.”19 
 
Yet, while the new regulation arguably presents numerous challenges to the interests and 
operations of many companies and digital innovators, the GDPR’s strict “principles 
relating to the processing of data” and rights of the data user coupled with its severe 
penalties make it a powerful initiative towards the protection of the right to privacy in 
the digital age. Therefore, particularly for the purposes of this committee, the GDPR is a 
worthwhile document to review and consider for its flaws and successes. 
 
It is also worthwhile to look at how the EU (and other data protection agencies) has 
penalized internet giants such as Facebook and Google to better understand how 
protecting the right to digital privacy is rapidly becoming a global legal priority in the  
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Information Age. Both companies were respectively fined in 2017 by the EU €110 million 
for providing the EU and the public misleading information regarding user data-sharing 
possibilities between Facebook and Whatsapp as a result of their merger37 and €2.4  
billion for antitrust breaches, as Google was found to be “using its search engine to 
unfairly steer [its users] to its own shopping platform.”38 In both cases, the companies’ 
actions hinder genuine consumer autonomy in their lack of transparency and lawfulness on 
user data-processing,23 which denotes violations to privacy.   
 
The need for the development and implementation of the GDPR and other new pro-
privacy policies/initiatives such as GA resolution 68/187 comes at a time of heightened 
concern for how privacy manifests in the digital age, namely triggered by the Snowden 
Revelations and the increasing awareness of the public to state spying since. By June 
2013, Edward Snowden, former “intelligence contractor” who worked with the US 
National Security Agency (NSA), had downloaded an extensive amount of secret 
documents that show not only the US government and its allies’ complicity in bulk data 
collection for mass surveillance purposes but also the complicity of large corporations 
with the government in data gathering.39  Thereafter, Snowden flew to Hong Kong to 
share what he knew regarding the US’ electronic spying programs with two journalists, his 
claims backed by the documents he had stolen.40 Eventually, the journalists leaked 
Snowden’s revelations to the world, resulting in massive outrage and panic over the topic 
of data privacy and the legality of it. To provide an example, one of the first documents 
leaked was a “top-secret court order” that revealed that Verizon bulk-shared millions of 
customers’ phone records with the NSA.25 The documents that continued to be released 
shocked the world as ordinary citizens began to understand the extent of NSA’s spying 
using legal loopholes, bulk collection of metadata, covert hacking of fibre-optic cables 
and military/governmental computer systems in foreign countries, as well as the 
significant role that the everyday corporations they have entrusted with their information 
play in NSA’s surveillance programs, which Snowden has called “worse than 
Orwellian.”41  
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However, while working to improve privacy has largely been the response of Western 
countries to greater public awareness of their covert mass surveillance tendencies (as it 
seems considering which nations involved themselves with the UN draft resolution on “The 
right to privacy in the digital age”), governments of countries such as Saudi Arabia, 
Singapore, Iran, Thailand, Kazakhstan, and China follow a different philosophy. For 
instance, in China, state surveillance is the norm: “government monitoring of private 
communication is not only common [there], but it is also explicit, institutionalized and 
generally quite popular,”42 widely justified as a means of maintaining “public order.”43 
To emphasize the polarity of China’s perception of privacy, one may consider the 
congruent example (to the Verizon incident) of the open, harmonious relationship and 
bulk data sharing between “Public Security Bureau (PSB), China’s version of the FBI,” and 
“state-owned China Mobile,” known for being the “world’s largest mobile phone 
company.”27 The transparency of their operations to the public and use of China Mobile’s 
collected metadata to, for instance, detect incoming international calls and warn 
individuals via text message about fraudulent international callers as well as provide 
them with resources such as the “anti-fraud hotline” seem to contribute to a widespread 
sense of the government protecting the Chinese public rather than committing privacy 
violations.27  
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Issues 
	
	
To develop comprehensive resolutions in this committee on the human right to privacy in 
the digital age, it is crucial to discuss in depth the various focused -- if not foundational -- 
aspects and challenges of the issue. The following subsidiary issues have been identified 
by the United Nations to be central to the continuing debate surrounding the right to 
digital privacy and the creation of policies to ensure the protection of it:  
 
1. The Notion of Privacy 
An equivalent definition of privacy, as stated in the “Definitions” section of this 
background guide, is “an individual condition of life characterized by exclusion from 
publicity.”44 ICTs and the instantaneous information sharing and communicating capacities 
they give have blurred the black and white distinction between private and public 
spheres, as the use of ICTs can be seen, for example, as an individual's autonomous 
choice to interact with the public in their private space.2 This creates a new issue -- 
incidentally the exigence of this committee -- of needing to negotiate what the right to 
privacy is in the digital age. Therefore, important questions that arise from this situation 
include: What is the “right to privacy?” Does/should it hold firm irrespective of the 
medium?4 How may the right of privacy interact or conflict with other human rights and 
fundamental freedoms, particularly in the context of ICTs (e.g. freedom of expression 
and association)? What is the line between public and private in the digital age? What 
control or options do individuals have in protecting their personal data? Is privacy a 
choice, and if so, is the right to privacy necessarily given up by the user when he/she 
chooses to use services and provide information to other parties via ICTs?  

 
2. State Security and Public Safety vs. Digital Privacy 
Clearly, the most conventional and common justification of States for the use of digital 
technology for mass surveillance and bulk access technology is for the purpose of 
maintaining state security, public safety, and/or order, as seen with the aforementioned 
examples of the US and Chinese governments’ civilian spying programs. This involves 
them engaging in and, as some have argued, abusing the digital purgatory between 
private and public spheres to collect a broad range of metadata and personal user data 
that would help them uncover, build profiles of, and acquire evidence against individuals 
that may be of potential threat to the State, such as criminals or, even more specifically 
and pressingly, terrorists. Within the past year, the world has seen a rise in “terror 
attacks,” and recognizing that ICTs can facilitate crimes by offering a convenient means 
of communicating plans between criminals, it seems to be the increasing response of  
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States to try and, as Prime Minister of the United Kingdom Theresa May has said, 
“regulate cyberspace to prevent the spread of extremist and terrorism planning.”45  

 
However, while the acts of identifying and processing criminals are considered to be, in 
formal terms, discriminate (in that they are differentiated from the rest of the public and 
likely identified based on characteristics such as age, gender, ethnicity, religious leaning, 
etc.), bulk data collection is inherently an “indiscriminate” process:46 data of users 
belonging to all cohorts of age, gender, ethnicity, religion, etc. are collected regardless 
of whether they are complicit in criminal activities and of their vulnerability. As the NSA 
has said, according to The Guardian, “it needs all this data to help prevent another 
terrorist attack like 9/11. In order to find the needle in the haystack, they argue, they 
need access to the whole haystack.”25 

 
In light of this broad situation, however, are questions of balancing individual rights and 
public safety: how can we protect human rights and fundamental freedoms while 
countering crime and terrorism? Under which conditions/parameters should the right to 
privacy be suspended? Where should nations’ priorities lie and limitations start? How has 
or how might privacy intrusions and protection initiatives alike render vulnerable 
populations (e.g. women, children, certain religious groups) disadvantaged or at risk of 
having their rights violated? How can we ensure the government intelligence agencies are 
not using their powers in an “arbitrary or indiscriminate manner?”2 

 
3. The Responsibility of the Private Sector 
ICT companies, such as the previously-mentioned Verizon and China Mobile, collect 
copious amounts of personal user data for the presumed primary purpose of providing 
their millions of customers with their services. Customers entrust companies with their 
private data and often assume their information is being used solely towards providing 
them with services to which they have consented to subscribing. However, the databases 
of these ICT companies have naturally become the first sources of governmental 
intelligence agencies and are often forced by legal warrants or legislation (or the lack 
thereof) to hand over customer data in an “indiscriminate manner.”2 Thus, this issue is very 
much related to the previous one (i.e., on State Security and Public Safety vs. Digital 
Privacy). 

 
What is the role and what are the responsibilities of businesses and corporations with 
regards to upholding human rights? Are there any particular laws or best-practice 
policies that should be universally implemented/regarded with regards to the role of  
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state governments in regulating businesses’ respect for human rights? What are common 
privacy concerns within the private sector or with regards to legislation regulating the 
private sector and privacy rights?   

 
 
 

United Nations Activity 
 

	
There has already been an extensive amount of exploration and discussion within the UN 
(particularly involving the Third Committee (Social, Humanitarian and Cultural)) 
surrounding the topic of “The Right to Digital Privacy,” with multiple resolutions and 
statements as follows:  
 
December 18, 2013:  “The right to privacy in the digital age” (GA Resolution 68/187;  
A/C.3/68/L.45) 
Adopted on the report of the Third Committee (68/456/Add.2) and originally sponsored 
by Brazil and Germany but later revised by 21 other nations, this draft resolution is an 
important precedent UN document that extends the right to privacy to specifically include 
the protection of online affairs in addition to offline affairs.47 Importantly, as a result of 
this extensional definition, the resolution calls upon member states “to review their 
procedures, practices and legislation on the surveillance of communications, their 
interception and collection of personal data . . .  with a view to upholding the right to 
privacy by ensuring the full and effective implementation of all relevant obligations 
under international human rights law.”48 Furthermore, it outlines new mandate duties for 
the Special Rapporteur “on the promotion and protection of human rights and 
fundamental freedoms while countering terrorism.” This resolution was approved by the 
General Assembly without a vote.  
 
February 24, 2014: Expert Seminar Remarks by Ms. Navi Pillay on the Right to Digital 
Privacy 
The then-presiding UN High Commissioner of Human Rights was invited to speak and 
facilitate an expert seminar held by Austria, Brazil, Germany, Liechtenstein, Mexico, 
Norway and Switzerland in furtherance of the development and protection of the right to 
privacy in the digital age. Through her opening remarks, Pillay acknowledges GA 
resolution 68/187 and broadly identifies the exigence of understanding the right to 
privacy in the digital age, challenges, and other points to consider moving forward, 
including problematic discussions around whether individuals necessarily choose to give up  

																																																								
47 "Third Committee Approves Text Titled 'Right to Privacy in the Digital Age', as It Takes Action 
on 18 Draft Resolutions," Meeting Coverage and Press Releases, accessed August 1, 2017, 
https://www.un.org/press/en/2013/gashc4094.doc.htm. 
48 A/C.3/68/L.45: The right to privacy in the digital age, PDF, United Nations General Assembly 
Third Committee, November 1, 2013.	



 
 
 
their privacy when they exercise consumer consent and, hence, whether the notion of 
privacy is even relevant to recognize/uphold within digital mediums.  
 
June 20, 2014: Release of the Advanced Edited Version of “The right to privacy in the 
digital age”  
This document is a long, comprehensive report elaborating on the aforementioned topic-
specific GA resolution, A/C.3/68/L.45, as it details the methodology for and issues 
surrounding the protection of the right to privacy in the digital age. Significantly, this 
version incorporates, for the first time, business entities as stakeholders who have 
obligations in upholding human rights in the context of digital communication and outlines 
the legal frameworks they are to follow -- such as the UN’s Guiding Principles on Business 
and Human Rights framework -- when handling their relationships with governments, who 
may “[demand] for access to data that do not comply with international human rights 
standards.”49 
 
September 23, 2014: GA Report A/69/397 by the Special Rapporteur on “Promotion 
and protection of human rights and fundamental freedoms while countering terrorism”  
Written by the Special Rapporteur on the right to privacy (see the Rapporteur's Duties), 
this comprehensive report looks at the right to privacy in relation to the one of the most 
conventional and common justifications for the use of digital technology for mass 
surveillance and bulk access technology: the purpose of “countering terrorism.” First, this 
document recognizes the “technological capabilities” of States and how they have 
expanded drastically in the past decade with regards to “intelligence and law 
enforcement agencies,” who “carry out targeted surveillance of suspected individuals and 
organizations.”50 It goes on to explore and explain in great depth the covert, 
controversial dimensions of mass surveillance and the logistics of specifically how “some 
States [are able] to secure bulk access to communications and content data without prior 
suspicion.”35 Recognizing terrorism as a “public interest imperative of the highest 
importance” and a valid “justification for mass surveillance of the internet,”35 the Special 
Rapporteur emphasizes legal framework and procedures pertaining to intrusions on the 
right to privacy, particularly on when States may reasonably infringe on the privacy of 
individuals/groups suspected to be involved in terrorist activities. Two examples of this 
are his emphasis on how International law permits States to pursue surveillance only if 
they provide justifications that are substantiated by evidence, articulable, and reflect a 
“legitimate aim and meet the tests of necessity and proportionality,” as well as his call 
for States to “revise and update national legislation to ensure consistency with 
international human rights law.”35  
 
 

																																																								
49 Advance Edited Version: The right to privacy in the digital age, PDF, Human Rights Council, June 
30, 2014. 
50 Ben Emmerson, N1454519: Promotion and protection of human rights and fundamental freedoms 
while countering terrorism, PDF, United Nations General Assembly, September 23, 2014.	



 
 
 
November 21, 2016: GA Resolution A/C.3/71/L.39/Rev.1 - Revised Draft Resolution of 
“The right to privacy in the digital age”  
This resolution is a revised version of “The right to privacy in the digital age” document 
and includes specific operative clauses regarding corporations’ responsibilities on 
upholding human rights (i.e., operative clause 6). For instance, this revised draft resolution 
urges businesses to inform individuals when they may use individuals’ data for purposes 
that may be construed as having a potential impact on their right to privacy and to be as 
transparent as possible about this. Again, the revised draft resolution outlines 
state/business relationship and presses States to regulate the collection of information as 
outlined in International law. For example, Operative 5(k) presses nations to “develop or 
maintain legislation, preventive measures and remedies addressing harm from the sale or 
multiple resale or other corporate sharing of personal data without the individual’s free, 
explicit and informed consent.”51  
 
 

Task of the Committee 
 
 
In concise terms, the task of the committee is to lay out the fundamental principles 
towards an eventual convention on the human right to privacy and in particular as 
pertains to digital technology, or in other words, to establish resolutions that would later 
form the foundations of future work on the topic. To do so, the committee shall consider 
the aforementioned questions regarding the notion of privacy; when privacy ought to be 
reasonably breached for public interest and safety; and the responsibility of the private 
sector, identifying challenges and limitations towards the protection of “the right to 
privacy in the digital age” in order to extend the original definition of “the right to 
privacy” appropriately, sufficiently, and reasonably to the context of digital 
communication, all while upholding International law and security. It is up to delegates to 
negotiate these terms based on their countries’ needs, interests, and practices, reflecting 
on the congruent and conflicting aspects of their national privacy legislation and 
practices, as well as any actual or potential conflicts with their current priorities 
(especially with regards to international issues), foreign policies, and political landscapes. 
 
Importantly, in forming substantive agreements on the topic, the committee should explore 
and consider the implications of previous attempts of various degrees at upholding the 
right to privacy in the digital age and cases that illustrate a failure to do so, especially 
with a sensitivity to how this right or the lack thereof may affect various stakeholders. For 
example, what other issues (e.g., right violations and crimes) may arise as a result of 
implementing strict privacy regulations, such as those of the GDPR, or seemingly 
straightforward privacy regulations for vulnerable groups such as children? What 
measures can be put into place to avoid or address these unintended issues? 
																																																								
51 Revised Draft Resolution: The right to privacy in the digital age , PDF, United Nations General 
Assembly Third Committee, November 16, 2016. 



	
	
	

Sources 
	
	
This section contains academic sources and UN documents for delegates to begin and 
consult throughout their research. All these sources should be available online in the public 
domain. Importantly, direct links to the UN documents listed below are hyperlinked into 
the “United Nations Activity” section, for links are not included as part of the citation style 
for digital files.   
 
Lastly, for comprehensive overviews/reports of country-specific legislation, action plans, 
stances, etc. on communications surveillance and privacy, a great resource to consult 
would be the “Global Information System Watch” database, linked below. To use the 
database: (1) click on a country, (2) set the theme to “Communications Surveillance,” and 
(3) click “Apply.” The relevant articles and reports should appear below the search 
engine after following these steps. Note that this resource may not include reports for all 
countries that will be present in this committee, so for delegates representing countries 
that do not appear in the GISWatch database, please do not hesitate to email the Chair 
if you have difficulty finding a similar/equivalent resource.  
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