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Welcome Letter 
Dear Delegates, 

 

Welcome to the 34th annual North American Model United Nations at the University of 

Toronto. We are your chairs, Sammi Chan and Raluca Petrut, and it is our pleasure to welcome 

you to the General Assembly First Committee: Disarmament and International Security (DISEC). 

This year we will be discussing the Prohibition of Biological Weapons and the role of 

Information and Telecommunications in International Security. 

 

Our discussion of Biological Weapons will address current concerns about the use, 

trade, and manufacture of biological weapons intended to perpetrate harm. Notably, delegates 

may look forward to discussing the contingencies of gene editing and how innovations in 

molecular genetics may transform the paradigm of biological warfare. Consequently, an 

understanding of the mechanisms of biological weapons, viral vectors, and CRISPR-cas9 is 

strongly encouraged. Additionally, knowledge of the Biological Weapons Convention and 

current regulations surrounding biological weapons will be instrumental in informing debate. 

 

The Role of Information and Telecommunications in International Security will explore 

the possibility of implementing an international legal framework that regulates cybercrime 

attacks against states. The proliferation of cyberterrorism and cyber attacks against states’ 

economic, political, and social policies informs the relevancy of this issue. Delegates are 

encouraged to consider regional blocs and current cybercrime rates to craft feasible policy 

solutions. 

 

As a brief introduction of ourselves, Raluca Petrut is studying Physiology and Global 

Health. She had the great pleasure of chairing a general assembly committee at NAMUN 2018 

and is very excited to work with another brilliant group of delegates this year. Sammi Chan is 

specializing in Political Science with an English minor. This is her third year with NAMUN and 

she looks forward to hearing robust discourse in committee. Your moderator, Nick Klid, is 

studying Political Science and Ethics, Society, and Law. This is eighth year of Model UN. 

 

We look forward to seeing you at NAMUN 2019! 
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The Prohibition of Biological Weapons 
By Raluca Petrut 

 

Introduction 
 Biological weapons, defined by the United Nations Office for Disarmament Affairs 

(UNODA) as “complex systems that disseminate disease-causing organisms or toxins to harm or 

kill humans, animals or plants” are some of the deadliest weapons in human history–aptly 

categorized by the United Nations as Weapons of Mass Destruction.1 Though characterized by 

distinct variations, most biological weapons consist of pathogens such as viruses, fungi, 

rickettsiae, or bacteria, as well as a delivery mechanisms, such as aerosol systems or missile 

systems.2 These properties allow biological weapons to have a high level of versatility and 

specificity; while some biological weapons are designed for small scale political assassinations, 

others are intended for agricultural destruction or for wide-scale dispersion in urban centres.  

 While biological weapon use has been banned by the Geneva Protocol of 1925, the 

primary legal instrument preventing states from developing, trading, and stockpiling biological 

weapons is the Biological Weapon Convention, established in 1975.3 Nonetheless, time has 

shown that this treaty has, upon several occasions, failed to prevent States from conducting 

offensive biological weapons programs and detecting the existence of such programs.4 In fact, 

this Convention has undergone few modifications since its establishment and is considered by 

experts to be an outdated representation of the current state of biological weapons programs.5  

 

 Although the biological weapons threat has largely evaded public scrutiny for the past 

decade, scientific developments and a growing global market for arms trade have set the stage 

for perhaps the most dangerous biological attacks in human history.6 With the advent of 

CRISPR-cas9, a genome engineering technology which allows us to manipulate DNA with 

incredible speed and precision, the door has been opened to designing deadly pathogens, 

resistant to any treatments or vaccines on the market.7 In addition, the relatively low price of 

such technologies and the insufficient regulations on the sale of biological equipment could 

                                                 
1 United Nations Office of Geneva. "UNOG - The United Nations Office at Geneva." What are Biological and Toxin 

Weapons? 
2 Ibid. 
3 ILPI. "Biological Weapons under International Law." Weapons of Mass Destruction Project. February 27, 2017.  
4 Riedel, Stefan. "Biological warfare and bioterrorism: a historical review." In Baylor University Medical Center 

Proceedings, vol. 17, no. 4, pp. 400-406. Taylor & Francis, 2004. 
5 "Biological Weapons – UNODA." United Nations. December 4, 2017.  

Gerstein, Daniel, and James Giordano. "Rethinking the Biological and Toxin Weapons Convention?." Health 

security 15, no. 6 (2017): 638-641. 

Pearson, Graham S. "Time for structural changes to make the biological and toxin weapons convention more 

effective." Global Security: Health, Science and Policy 1, no. 1 (2016): 23-38. 
6 Lewis, Mark J. "Smart Weapons - Global Market Outlook (2017-2023)." July 2017. doi:10.1063/1.5009210. 
7 National Academies of Sciences, Engineering, and Medicine. "Biodefense in the Age of Synthetic Biology." 

(2018). 
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potentially make biological weapons an attractive alternative to non-state actors intending to 

terrorize civilians or target public figures.8  

 

 The questions of how to prevent and respond to bioterrorism and why there are 

inconsistent standards concerning biological weapon development remain extremely 

challenging to address; a number of factors exacerbate this condition, ranging from the 

unaccountability of biodefense programs and the biotechnology trade to the need to bolster 

national security. Delegates are encouraged to focus on the recent scientific developments 

which pose new problems for biological weapons regulations and to craft sustainable strategic 

solutions. Using the Biological Weapons Convention to inform discussion, this committee will 

investigate the ways in which to strengthen the regulation of biological weapons production 

and prevent their illegitimate usages. 

 

Definitions 
Weapons of Mass Destruction (WMD) 

Chemical, biological, radiological, or nuclear weapons capable of a high order of destruction or 

of causing mass casualties. This definition excludes the means of transporting or propelling the 

weapon where such means is a separable and divisible part from the weapon.9  

 

Biological Warfare 

The use of biological agents including viruses and bacteria with the intent of harming humans. 

Biological warfare contravenes international humanitarian law and the use of biological agents 

to harm people during war is considered a war crime.10  

 

Bioterrorism 

The intentional release of biological agents which incite fear in, harm, or kill, civilians.  

 

Biological Weapon (BW) 

A biological agent, such as a toxin or virus, used to intentionally cause illness, disease, or death 

of living things, including most often, humans, livestock, and crops.  

1. Anti-Personnel: BW’s used against humans 

a. Bacteria: Unicellular microorganisms which can cause diseases including plague, 

anthrax, brucellosis and tularemia.  

b. Rickettsiae: Intracellular parasites resembling bacteria which can reproduce 

inside cells leading to the proliferation of illnesses including typhus and Q fever. 

Rickettsiae are often transmitted by mice and ticks.  

                                                 
8 Nathanson, Vivienne. "The Economics of Bioweapons." British Medical Journal 325, no. 727 (October 05, 2002). 

doi:10.1136/bmj.316.7124.3a. 
9 "Biological Weapons – UNODA." United Nations. December 4, 2017. 
10 ILPI. "Biological Weapons under International Law." Weapons of Mass Destruction Project. February 27, 2017.  
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c. Viruses: Microorganisms which injects its DNA into living cells and relies upon 

living cells to grow and proliferate.  

d. Toxin: Poison or venom originating from a plant or animal, which can cause 

disease or death in humans and or other organisms. Ricin is one example of an 

extremely dangerous toxin.   

2. Anti-agriculture: BW’s used against livestock and crops. These include bioherbicides 

(plant-based) and mycoherbicides (fungi-based) which cause plant diseases such as 

wheat blast, rice blast, potato blight, and cereal smut. 

3. Entomological: BW’s which involve the use of insects to harm people, livestock, or 

plants. The insects can be infected with viruses or plague, or used as disease vectors, to 

attack crops, or to directly attack citizens.  

 

Horizontal transmission 

The transmission of a pathogen between members of the same species and the same 

generation. 

 

Vertical transmission 

The transmission of a disease from mothers to their offspring.  

 

Infectivity 

The capacity for horizontal transmission of a pathogen in a given population–the higher the 

infectivity, the greater the spread of disease among individuals.  

 

Virulence 

The capacity for a pathogen to decrease the fitness of the host organism– the higher the 

virulence, the greater the severity of disease in an individual.  

 

Incubation period 

The period between exposure to a pathogen and the appearance of the first symptoms of 

disease or infection.  

 

Gene editing  

A category of techniques which allow humans to alter an organism’s DNA. Certain technologies 

now allow genetic material to be added, removed, or modified at specific locations in the 

genome.  

 

CRISPR-cas9 

Clustered Regularly Interspaced Short Palindromic Repeats and CRISPR associated protein 9. 

Adapted from a naturally occurring genome editing system in bacteria, CRISPR-cas9 is a 

powerful and promising technique for cheap and fast genetic manipulation. In bacteria, 

snippets of DNA from invading viruses are used to create CRISPR arrays, which are DNA 
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sequences that, when translated to RNA, summon the enzyme cas9 to form CRISPR RNA cas9 

complexes. Each complex recognizes a specific virus which has already attacked the cell and 

destroys that virus upon subsequent infection by cutting through its DNA. Researchers have 

developed an analogous method of snipping DNA using the CRISPR system in other organisms, 

by using RNA target sequences to locate DNA segments of interest and to cut them using cas9. 

This allows for insertion of new DNA segments or repair of damaged segments using the cell’s 

inherent repair machinery; as a result, genes can carry out specific functions, such as spreading 

infectious diseases or antibiotic resistant viruses.  

 

Historical Background 
Early history  

 Biological weapons have a long history of being exploited for their lethality and 

potential for pernicious applications. Some of the first records of BW use are from 400 B.C., and 

include accounts of  how Scythian archers infected arrows with blood from decomposing bodies 

or manure.11 Greek and Roman literature from 300 B.C. notes the use of dead animals to 

contaminate enemy wells.12 In 1155 A.D., during the Siege of Tortona, the bodies of dead 

soldiers were used to poison wells.13 Most catastrophically, a biological attack is believed to 

have catalyzed the spread of Black Death–the plague which resulted in the deaths of circa 25 

million in 14th and 15th centuries in Europe and Eurasia–during the siege of Kaffa in 1346 A.D. 

when plague infected corpses were thrown into the city in order to start an epidemic.14  

 

 During the Siege of Fort Pitt in 1763 A.D., the British Army allegedly weakened the 

Native American defensive by spreading smallpox using contaminated blankets, leading to an 

outbreak which killed about one hundred Natives within that year.15 In fact, the use of 

biological weapons in the form of cadavers and filth has been documented numerous times 

over the past two millennia.  

 

 However, it was the discovery of germ theory and subsequent experiments by Robert 

Koch and Louis Pasteur in the 1850’s which revolutionized the weaponization of biological 

specimens, giving us more power for calculated destruction.16 Our growing understanding of 

the conditions necessary and microorganisms responsible for the spread of diseases such as 

anthrax and cholera was a double edged sword; while this contributed to the development of 

vaccine theory which saved millions of lives, this also catalyzed the intentional design and use 

                                                 
11 Riedel, Stefan. "Biological warfare and bioterrorism: a historical review." In Baylor University Medical Center 

Proceedings, vol. 17, no. 4, pp. 400-406. Taylor & Francis, 2004. 
12 Ibid. 
13 Ibid.  
14 Wheelis, Mark. "Biological warfare at the 1346 siege of Caffa." Emerging infectious diseases 8, no. 9 (2002): 971. 
15 Frischknecht, Friedrich. "The history of biological warfare." Decontamination of Warfare Agents: Enzymatic 

Methods for the Removal of B/C Weapons (2008). 
16 Van Aken, Jan, and Edward Hammond. "Genetic engineering and biological weapons: new technologies, desires 

and threats from biological research." EMBO reports 4, no. 6S (2003): S57-S60. 
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of bacteria for harm. Growing concern over the danger posed by bacterial organisms led to the 

development of two international declarations, one in 1874 in Brussels and one in 1899 in The 

Hague, prohibiting the use of biological poisons in warfare.17 Nonetheless, with no means of 

implementation, these remained powerless declarations and unintentionally paved the way for 

an era of the human exploitation of biology for destruction.  

 

World War I  

 It was during WWI that research in biological warfare was first included in official 

military strategy. For example, the Germans developed anthrax, glanders, cholera and wheat 

fungus, intentionally spreading plague in St. Petersburg and cholera in Italy.18 However, 

incidents of BW use in WWI were not widespread and the Germans later denied any use of 

BW’s during the war.19 Nonetheless, concern over possible BW stores and evidence of chemical 

weapon stores in Germany following the war precipitated the signing of the “Protocol for the 

Prohibition of the Use in War of Asphyxiating, Poisonous or Other Gases and of Bacteriological 

Methods of Warfare,” also known as the Geneva Protocol in 1925 by 108 countries, prohibiting 

the use of weapons biological and chemical weapons.20  

 

World War II 

 Despite efforts to discourage biological weapon use with diplomatic tactics and 

agreements in good faith, WWII engendered the golden era–or rather, the darkest hour–of 

biological warfare in human history. BW’s were at the forefront of Japanese military strategy 

thanks to an army medical officer named Shiro Ishii, who operated Unit 731, a clandestine 

research facility for biological weapons based in Pingfan, Manchuria.21 Ishii conducted 

experiments on Prisoners of War (POWs), killing around 3000 POWs and used BW’s against 

Chinese soldiers and civilians in war, directly violating Geneva protocol on multiple occasions.22 

Most notably, he commanded the release of bubonic plague bombs on the town of Ningbo and 

poisoned Chinese wells with cholera and typhus, causing an epidemic which killed circa 30 000 

people.23 In addition, Ishii and Kitano Misaji planned, but thankfully never executed, Operation 

Cherry Blossoms: a release of BW’s upon the citizens of San Diego scheduled for September 

1945.24  

 

                                                 
17 Vagts, Detlev F. "The Hague Conventions and Arms Control." American Journal of International Law 94, no. 1 

(2000): 31-41. 
18 Riedel, Stefan. "Biological warfare and bioterrorism: a historical review." In Baylor University Medical Center 

Proceedings, vol. 17, no. 4, pp. 400-406. Taylor & Francis, 2004. 
19 "The Problem of Chemical and Biological Warfare: Vol I: The Rise of CB Weapons." SIPRI. 1971.  
20 Ibid. 
21 Harris, Sheldon H. Factories of death: Japanese biological warfare, 1932-1945, and the American cover-up. 

Psychology Press, 2002. 
22 Ibid. 
23 Ibid. 
24 Ibid. 
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 The use of BW’s was not exclusive to Japan during this period. At Porton Down in the 

UK, researchers developed tularemia, anthrax, and botulism, with support of Winston Churchill, 

and tested bomb containing anthrax spores on Gruinard Island, Scotland.25 In 1942, the United 

States also became involved with the formation of the War Research Service, led by Merck, to 

develop BW’s in preparation for potential German attack.26  

 

Cold War 

 Following WWII, the US continued to develop its BW research facilities, conducting 

open-air tests and exposing animals, volunteers, and unsuspecting civilians to pathogens. 

Bacterial aerosols were released in public places in order to study the spread of pathogens in 

the population–most notably, in 1966, Bacillus globigii, a non-infective bacterium, was released 

into the New York subway system.27 In 1953, a defensive program was launched with the intent 

of developing vaccines and medications to protect Americans from biological attacks. This 

research allowed the US to amass extensive stores of toxins, bacteria, and viruses which could 

be used against humans or crops.28 However, with growing opposition to the Vietnam War and 

concern that biological weapons could become widespread weapons of destruction due to their 

low cost, the US abandoned the development of offensive biological weapons and signed the 

Biological Weapons Convention (BWC) in 1972.29 Notably, this convention prohibited the 

development of BW’s but not the study of defensive strategy against BW’s, and did not include 

any verification agreements. 

 

 Beginning in the 1970’s, the Soviet Union developed biological weapons under a project 

known as Biopreparat which employed as many as 50 000 people.30 These projects were 

extensive, and included the production and stockpiling of anthrax spores, smallpox virus, and 

plague for use in intercontinental ballistic missiles. Research was also conducted in the field of 

drug resistant bacteria.31 In 1979, the accidental release of anthrax from a research facility in 

Sverdlovsk killed 66 people through contaminated meat.32 Throughout the 1980’s Biopreparat 

                                                 
25 Manchee, R. J., and W. D. P. Stewart. "The decontamination of Gruinard Island." Chemistry in Britain 24, no. 7 

(1988): 690. 
26 Eitzen, Edward M., and Ernest T. Takafuji. "Historical overview of biological warfare." Medical Aspects of 

chemical and biological warfare (1997): 415-23. 
27 Yu, Victor L. "Serratia marcescens: historical perspective and clinical review." New England Journal of Medicine 

300, no. 16 (1979): 887-893. 
28 Christopher, LTC George W., LTC Theodore J. Cieslak, Julie A. Pavlin, and Edward M. Eitzen. "Biological 

warfare: a historical perspective." Jama 278, no. 5 (1997): 412-417. 
29 Ibid.  
30 Eitzen, Edward M., and Ernest T. Takafuji. "Historical overview of biological warfare." Medical Aspects of 

chemical and biological warfare (1997): 415-23. 
31 Caudle, Lester C. "The biological warfare threat." Medical Aspects of Chemical and Biological Warfare. 

Washington, DC: Office of the Surgeon General, Borden Institute, Walter Reed Army Medical Center (1997): 451-

466. 
32 Abramova, Faina A., Lev M. Grinberg, Olga V. Yampolskaya, and David H. Walker. "Pathology of inhalational 

anthrax in 42 cases from the Sverdlovsk outbreak of 1979." Proceedings of the national academy of sciences 90, no. 

6 (1993): 2291-2294. 
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continued to exist, employing about 25 000 people and focusing on the development of a more 

deadly strain of anthrax in Siberia; however, little is known about those projects.33 With the 

collapse of the Soviet Union, BW research and development has largely been abandoned, yet 

the fate of the extensive stores of toxins and bacteria already developed is unclear, and experts 

worry that they may be manipulated for malevolent purposes in the wrong hands.  

 

Recent Applications 

 During the Persian Gulf War, Iraq was suspected of possessing biological weapons. 

Coalition forces prepared for this potential threat by wearing protective masks, studying 

decontamination procedures, and receiving inoculation against anthrax and botulinum. Toward 

the end of the war, UN investigations revealed that Iraq had multiple research facilities and had 

developed offensive BW’s including botulinum toxins, anthrax, and Clostridium perfringens.34  

 

 In addition to combat, BW’s have also been employed by private citizens for political 

and social reasons, wreaking havoc on public safety. One such isolated incident was the 

intentional contamination of salad bars in Oregon by a cult known as Rajneeshee, causing 751 

cases of gastroenteritis.35 In March 1995 a cult known as Aum Shinrikyo released sarin gas in 

the Tokyo subway system as an act of bioterrorism.36 In the United States, the delivery of 

letters containing anthrax spores in 2001 caused tremendous public unrest, infecting 17 people 

and killing 5 people, including a senator.37  

 

 Today, enforcement of the BWC remains a challenge and biological warfare is still a 

threat, particularly in politically unstable regimes and among rogue groups such as cults and 

terror organizations. With scientific advances in genetics, the history of BW’s has once again 

reached a critical juncture, and the path we follow will largely depend upon successful 

regulation of technologies concerning BW development. In 2015, at the Eighth Review 

Conference of the BWC, genome editing was introduced as a potentially concerning 

development, a statement echoed in the 2016 Worldwide Threat Assessment of the US 

Intelligence Community.38 

 

 

                                                 
33 Riedel, Stefan. "Biological warfare and bioterrorism: a historical review." In Baylor University Medical Center 

Proceedings, vol. 17, no. 4, pp. 400-406. Taylor & Francis, 2004. 
34 Zilinskas, Raymond A. "Iraq's biological weapons: the past as future?." Jama 278, no. 5 (1997): 418-424. 
35 Caudle, Lester C. "The biological warfare threat." Medical Aspects of Chemical and Biological Warfare. 

Washington, DC: Office of the Surgeon General, Borden Institute, Walter Reed Army Medical Center (1997): 451-

466. 
36 Eitzen, Edward M., and Ernest T. Takafuji. "Historical overview of biological warfare." Medical Aspects of 

chemical and biological warfare (1997): 415-23. 
37 Lane, H. Clifford, John La Montagne, and Anthony S. Fauci. "Bioterrorism: a clear and present danger." Nature 

medicine 7, no. 12 (2001): 1271. 
38 Clapper, James R. "Worldwide threat assessment." Testimony to the House Permanent Select Committee on 

Intelligence, April 11, no. 201 (2014): 3. 
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Issues 
 

Bioterrorism - Is the World Ready?  

 The intentional use of biological weapons by individuals or private organizations to harm 

civilians for political, economic, religious, social, or other reasons poses a significant threat to 

international security for several reasons. Firstly, biological weapons are known as ‘the poor 

man’s atom bomb’, because compared to traditional arms and nuclear weapons, they are 

inexpensive and thus accessible to underfunded individuals and rogue groups. According to one 

estimate, it would cost $1 using biological weapons to wipe out an entire square kilometer of 

civilians in a city, compared to $2000 using conventional weapons and $800 with nuclear 

weapons.39 Though these numbers are approximate, it is well-accepted that the low production 

cost of BWs is disproportionate to the high human costs of their effects.  Even a small quantity 

of bacteria or toxin could spark an epidemic, taking hundreds or thousands of lives over an 

extended period of time. One gram of botulinum toxin could kill approximately 10 million 

people, and if released in a city like New York, the detoxification procedure would take about 

300 years.40 An even more pressing concern manifests itself in the easy assembly of BWs: a 

culture of anthrax can be grown to massive quantities in just 96 hours with laboratory 

techniques taught in standard university courses or available in textbooks.41 Certainly, the 

proper preparation of BW’s requires adequate laboratory facilities and some expertise, but 

these requisites pale in comparison to what is necessary for other methods of warfare, such as 

nuclear weapons. Finally, BW’s may be used as a tool of fear in the hands of terror 

organizations due to the public susceptibility to biotoxin spread. For example, in North America, 

civilians are not inoculated against smallpox, anthrax, Q fever or yellow fever, all of which have 

been effectively weaponized.42 Together these factors engender BW’s as a potent instrument of 

mass destruction which could be attractive to groups intent on orchestrating mass casualties 

and capitalizing on fear.   

 

 For instance, evidence suggests that Al Qaeda had been planning bioterrorist attacks 

since the 1990’s by recruiting biologists to develop BW’s including anthrax.43 In 2009, 40 Al 

Qaeda jihadists in Algeria, who had been experimenting with BW’s, died of plague. This incident 

highlighted the terrifying reality of the bioterrorist threat.44 In fact, accidents such as this are far 

more likely to occur than meditated attacks because underground BW operations often lack the 

sophisticated facilities and proper protective gear in which to safely produce BW. Though in this 

                                                 
39 Cole, Leonard A. Clouds of secrecy: The army's germ warfare tests over populated areas. Rowman & Littlefield, 

1990. 
40 Dhaked, Ram Kumar, Manglesh Kumar Singh, Padma Singh, and Pallavi Gupta. "Botulinum toxin: bioweapon & 

magic drug." The Indian journal of medical research 132, no. 5 (2010): 489. 
41 World Health Organization. Anthrax in humans and animals. World Health Organization, 2008. 
42 Riedel, Stefan. "Biological warfare and bioterrorism: a historical review." In Baylor University Medical Center 

Proceedings, vol. 17, no. 4, pp. 400-406. Taylor & Francis, 2004. 
43 Ibid.  
44 Cary, Scott. "The Tipping Point: Biological Terrorism." Journal of Strategic Security 2, no. 3 (2009): 2. 



 

 

www.namun.org  / info@namun.org / @namun2019 

case, only the jihadists working directly with BW’s died, unsafe practices and inadequate 

containment facilities for BW’s pose a serious threat to nearby communities because accidental 

pathogen dispersion could lead to catastrophic outbreaks.  

 

 Currently, there is a concern that the Islamic State, which has used chemical weapons 

such as Sarin in Syria and Iraq, may be developing BW’s. A laptop taken from Idlib in 2014 

contained files instructing IS members how to weaponize microbes.45 Given the extensive 

funding which IS receives, and the accessibility of most biological samples necessary to develop 

BW’s at public research facilities, it is conceivable that the IS could produce large quantities of 

BW’s.  

 

 In addition, unstable regimes with poorly coordinated biotechnology and 

pharmaceutical industries can easily fall prey to the dark underbelly of scientific inquiry. While 

Syria’s use of Sarin gas on civilians appalled the world, it distracted from its secret BWs 

program.  In July 2014, Syria revealed its ricin program, including production facilities and 

stockpiles.46 Although plans for destruction of the facilities were put forth in September of that 

same year, no further information has emerged since then, which implies that those ricin 

stockpiles, along with other BW’s, may still be in existence.47  

 

 All of these scenarios provide ample evidence that the intellectual capabilities and 

financial resources for bioterrorism have been present for quite some time, and that as 

civilians, we remain completely unprepared for such a threat. This begs the question–why have 

there been so few large-scale attacks? One reason for this is the danger and chaos inherent in 

BW’s; once an epidemic has begun, chaos ensues and could backfire against those who planned 

the attack. Consequently, smaller scale bioterrorism acts are much more likely to occur. 

However, a larger attack is possible, and if it were to occur, could be utterly catastrophic.  

 

Genome Editing Technologies - Rewriting the Course of Disease 

 In 2012, the scientific community was shocked by the discovery that CRISPR-cas9, an 

immune mechanism native to bacteria, could be used to cut DNA at selected locations in any 

genome. The paper, published by Doudna et al., described how cas9 can be effectively 

‘programmed’ to recognize sequences on DNA and cleave at target locations, allowing 

researchers to modify genes of interest by manipulating nucleotide sequences, much like a 

word processor allows one to insert, delete, and modify sentences.48 Though it was already 

                                                 
45 Hummel, Stephen. "The Islamic State and WMD: assessing the future threat." CTC Sentinel 9, no. 13 (2016): 18-

21. 
46 Jeremias, Gunnar, Mirko Himmel, Tomisha Bino, and Jakob Hersch. "Spotlight on Syria's Biological Weapons." 

The Research Group for Biological Arms. February 8, 2016.  
47 Ibid. 
48Jinek, Martin, Krzysztof Chylinski, Ines Fonfara, Michael Hauer, Jennifer A. Doudna, and Emmanuelle 

Charpentier. "A programmable dual-RNA–guided DNA endonuclease in adaptive bacterial immunity." Science 

(2012): 1225829. 
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known that CRISPR-cas9 operates naturally in bacteria, the experiment conducted by Doudna 

et. al was the first to demonstrate our ability to direct DNA cleavage using CRISPR. Building on 

this paper, Zheng et al. in 2013 demonstrated the great specificity of CRISPR-cas9 in RNA 

directed DNA cleavage in human and mouse cells.49 What makes the CRISPR-cas9 system such a 

landmark discovery, however, is not its ability to cut DNA at select locations–something which 

scientists have been capable of doing for decades–but the speed, precision, and price at which 

this could be done, enabling for the first time multiplex genome engineering. In other words, 

DNA cleavage with CRISPR-cas9 facilitates automatic, non-mutagenic DNA repair or insertion of 

new DNA fragments which can alter the traits of an organism or virus in directed ways.50  

 

 Though the potential applications of CRISPR-cas9 are far reaching, the field of gene 

editing is still in its infancy, and the system is not infallible; recent studies have shown that 

CRISPR-cas9 does make mistakes, occasionally cutting DNA in the wrong places, the 

consequences of which can be detrimental.51 Thus, substantial research must be conducted 

before CRISPR-cas9 would ever be used to create designer babies or eradicate Huntington’s 

disease, as some fanatics propose. Nonetheless, considering the incredible speed at which this 

field is progressing–from 100 published papers on the subject in 2011 to over 14,000 in 2017–it 

is not too early to consider the profound implications of gene editing.52  

 

 Today, anyone can buy a CRISPR-cas9 kit online, ranging from $60 to just under $500 for 

mammalian DNA.53 It is also possible to buy pathogen specific kits for West Nile virus, human 

adenovirus 35, and others.54 Evidently, a certain level of laboratory expertise and proper 

facilities are necessary to obtain any significant results, however the prices and materials listed 

here are relatively inexpensive, compared to other viable alternatives on the market and the 

potential danger of this technology. Increasingly, biohacking conventions, such as SPARK and 

iGEM, are becoming commonplace, and showcase the ease with which CRISPR-cas9 can be 

employed to create sophisticated systems.55 With the effective democratization of genetic 

manipulation, we should be concerned about what may happen if CRISPR-cas9 becomes a tool 

of biological warfare.   

 

 One application of CRISPR-cas9 which is particularly exciting, yet equally worrisome, is 

the potential use of gene drives. Gene drives ensure that a particular trait is passed on from 

                                                 
49 Ma, Ming, Adam Y. Ye, Weiguo Zheng, and Lei Kong. "A guide RNA sequence design platform for the 

CRISPR/Cas9 system for model organism genomes." BioMed research international 2013 (2013). 
50 Reis, Alex. "CRISPR/Cas9 & Targeted Genome Editing: New Era in Molecular Biology." New England Biolabs: 

Reagents for the Life Sciences Industry. 2014.  
51 Ibid. 
52 Barrangou, Rodolphe, and Jennifer A. Doudna. "Applications of CRISPR technologies in research and beyond." 

Nature biotechnology 34, no. 9 (2016): 933. 
53 "Order Origene's CRISPR Cas9 Starter Kit on ZAGENO." ZAGENO. 
54 Neves, Maria Patrão, and Christiane Druml. "Ethical implications of fighting malaria with CRISPR/Cas9." (2017): 

e000396. 
55 Kirksey, Eben. "Who is Afraid of CRISPR Art?." Somatosphere. Science, Medicine, and Anthropology (2016). 
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parents to all offspring; this could be used to propagate an altered genotype throughout an 

entire population or species. Due to this unique property, gene drives may potentially 

contribute to the elimination of malaria through the creation of malaria-resistant mosquitoes 

or Lyme disease by genetically modifying the host mice.56 Though these applications may be 

characterized as beneficial, these advances also allow us to have the technological prowess to 

create viruses, toxins, and insects which are resistant to current therapies or vaccines, thus 

creating the ultimate biological weapons of mass destruction. While it is true that such 

capabilities do not exist yet, the feasibility of these applications becomes increasingly likely with 

new advances in this field, which is deeply concerning.  

 

 Currently, genome editing technologies such as CRISPR-cas9 are not regulated by any 

international standards or laws, and authorized CRISPR-cas9 experimentation is a contentious 

issue.57 With the extensive active research in this field, it would be extremely difficult to 

monitor all experiments and detect whether any are aimed at BW development. While some 

policy makers advocate for a moratorium on CRISPR-cas9 studies until clear regulatory 

guidelines can be developed, researchers argue that this would hamper scientific progress.58 

Though the possible dangers of genome editing have been recognized by many states and 

featured in the U.S. Intelligence Worldwide Threat Assessment report, little has been said about 

the weaponization of CRISPR-cas9 and how such a process could be prevented. The Biological 

Weapons Convention bears no mention of genetic modifications or engineered pathogens as 

potential weapons. Considering the increasing power of this technology, updating our outdated 

regulatory mechanisms should be a priority.  

 

Enforcement and Sovereignty: A Fine Line 

 From the 1970’s onward, the Biological Weapons Convention (BWC) has remained the 

primary legal instrument for the regulation of biological disarmament. This multilateral treaty, 

which begun its ratification process in 1972 and came into force on March 26, 1975, bans the 

“development, stockpiling, acquisition, retention, and production” of biological agents "of types 

and in quantities that have no justification for prophylactic, protective or other peaceful 

purposes".59 In addition, the treaty also bans equipment "designed to use such agents or toxins 

for hostile purposes or in armed conflict" and any transfer of such equipment between states. 

                                                 
56 Pope, Samuel M. "Impact of gene editing tools, like CRISPR/Cas9, on the public health response to disease 

outbreaks." Disaster medicine and public health preparedness 11, no. 2 (2017): 155-159. 
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Cas9." Science 346, no. 6213 (2014): 1258096. 
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"A prudent path forward for genomic engineering and germline gene modification." Science 348, no. 6230 (2015): 
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59 United Nations, General Assembly, Meeting of the State Parties to the Convention on the Prohibition of the 

Development, Production and Stockpiling of Bacteriological (Biological) and toxin weapons and on their 
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As of today, the BWC has 181 state parties, six signatories and ten states which have neither 

ratified nor signed the treaty.60  

 

 Since many of the biological samples and equipment which are crucial in the production 

of BW’s are also necessary in biomedical and technological research and development, it is 

extremely difficult to monitor the transfer of BW’s and development of BW programs. 

Ultimately, verification of state party compliance with the BWC relies heavily on speculation 

and judgement of intent. In fact, the only verification measure in the treaty, under Article IV, 

allows a state-party to report another state to the UN Security Council if there is suspicion that 

the state in question is acting against the BWC.61  

 

 Time and time again, the insufficiencies of the BWC have been exposed. One of the 

greatest breaches of the treaty was the Soviet Biopreparat, a major BWs program which ran for 

decades undeterred by the Soviet Union’s ratification of the BWC. Now it is also known that 

other state-parties including Iran, Iraq, Libya, China, and North Korea have developed BW’s 

despite signing the treaty.62 These examples suggest that the legal constraints of the treaty are 

not strong enough or perhaps not specific enough to prevent some state-parties from 

producing BW’s.  

 

 The challenge lies in crafting regulations which are universal, but specific, and entail 

proper verification without thwarting biological research or overstepping state sovereignty. In 

2001, the Ad Hoc group investigating the BWC proposed a legally-binding verification protocol–

including consultations, on site transparency visits to research facilities, short-notice 

investigations of facilities violating the BWC, and public declarations of biotechnologies prone 

to diversion into BW’s. However, this framework was adamantly refused by the United States 

on the basis that such measures would harm the American biotechnology industry and 

jeopardize national security by exposing biodefense measures.63 Other nations echoed this 

sentiment, which has hitherto prevented any attempts to strengthen the BWC.  

 

 A major omission in the enforcement of this treaty is inconsistent global policy because 

the BWC leaves the development of specific regulatory measures to the purview of national 

governments. As a result, only one third of BWC state parties have criminalized the use of BW’s 

and the regulation of research facilities and materials is contingent on the state jurisdiction.64 In 

fact, the use of BW’s is not criminalized by the Rome Statute, the binding document of the 
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International Criminal Court (ICC), which only mentions poisons but does not include any bans 

on bacteriological weapons–the largest category of BW’s.65 This prominent oversight 

underscores the largely uncoordinated nature of modern BW legislation.  

 

 To date, Tuvalu, Chad, Comoros, Djibouti, Eritrea, Israel, Kiribati, Micronesia, Namibia, 

and South Sudan are non-signatories to the BWC. Out of these, Chad, Djibouti, and Namibia 

have begun the process of signing and ratifying the treaty as of 2017. Kiribati and Tuvalu, 

formerly dependent colonies of state parties to the treaty, did not inherit the obligations of the 

treaty according to the Vienna Convention on Succession of States in respect of Treaties. Israel 

has been suspected of possessing BW’s. However, due to the extremely secretive nature of the 

Israel Institute of Biological Research, very little is known about its existing offensive 

capabilities. South Sudan, which is entering its fourth year of a tumultuous civil war, presents a 

particularly concerning case, as government soldiers have violated international humanitarian 

law upon numerous occasions. Given the political instability and deteriorating economy of the 

country, South Sudanese militants could easily take on BW’s as an inexpensive and destructive 

alternative to traditional firearms. Moreover, in countries with terror organizations, such as 

South Sudan, Eritrea, and Djibouti, there is a high risk that biological samples will be 

appropriated for the production of BWs if proper measures are not taken to monitor or 

criminalize BW’s–the first step of which would be signing the BWC.  

 

 As a consequence of being developed during a very different political and economic 

climate, the BWC places emphasis on the BW disarmament of state-parties at a national level, 

whereas in today’s world, non-state actors pose a much more significant threat. With the 

technological revolution of the past decades–which has made scientific data and equipment 

more accessible than ever before–and the birth of increasingly wealthy rogue groups, the 

development and stockpiling of BW’s is no longer limited to national research facilities. 

Moreover, the legal definition of BW’s as weaponized diseases made from living organisms is 

becoming outdated thanks to the rise of technologies which allow pathogens to be altered by 

humans or entirely engineered using bioinformatics.66  

 

 In reviewing the current difficulties of enforcing a ban on BW’s, one can quickly 

appreciate the complexities and nuances which an effective regulatory mechanism would 

entail. In an age of exponential scientific and technological innovation, the law must reflect the 

dynamism of scientific inquiry or face the potential consequences of remaining stagnant and 

irrelevant.  
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neuroweapons." Health security 15, no. 3 (2017): 296-302. 
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United Nations Activity:  

 Following the introduction of The Convention on the Prohibition of the Development, 

Production and Stockpiling of Bacteriological and Toxin Weapons and on their Destruction, also 

known as the Biological Weapons Convention in 1975, the UN has played a central role in 

promoting biological disarmament and advocating against biological warfare.67  

 

 The BWC was an effort by UNODA to supplement the Geneva Protocol of 1925, which 

prohibits the use of BW’s but not their development, stockpiling, or trade. In order to improve 

the BWC and ensure its continued implementation, state parties have convened every five 

years at review conferences held by the UN. The Second Review conference in 1986 established 

a number of confidence building measures in order to promote international collaboration and 

peaceful practices.68 Some of these measures included the exchange of data concerning 

research facilities studying pathogens and specimens related to the treaty, the publication of 

scientific studies on BW’s, and information on abnormal outbreaks of certain diseases.69 At the 

Third Review conference, the confidence building measures were expanded to include the 

declaration of legislation and regulations pertaining to BW’s, offensive and defensive BW 

programs since January 1946, and vaccine production facilities. Nonetheless, the confidence 

building measures have not been effective, as very few state parties have submitted any 

declarations over the past couple of decades.70 Additionally, at the third review conference, a 

group of governmental experts (VEREX) was established to determine better verification 

strategies for implementation of the BWC informed by scientific perspectives. The VEREX group 

had four sessions between 1991 and 1995, during which it established a list of 21 verification 

measures including surveillance of publications, surveillance of legislation, data on transfers 

and transfer requests of BW’s, visits to research facilities, surveillance by satellite or aircraft, 

auditing and inspection of research facilities.71 In 1994, the Ad Hoc group of states was 

established to expand upon these verification strategies and negotiate a legally binding 

protocol.72  

 

 The Ad Hoc group met between January 1995 and July 2001, drafting a protocol which 

would require state parties to submit declarations of biological research, and in turn would 

allow for UN inspection of suspicious activity and visits to research facilities.73  
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 At the fifth review conference, the protocol set forth by the Ad Hoc group was rebuked 

and ultimately rejected, as the United States argued that the expert verification procedures 

would violate national security. It was also agreed upon to hold annual meetings of state 

parties (MSP).74  

 

 At the sixth review conference in 2006, delegates succeeded in reviewing the treaty in 

its entirety, and came to a consensus on a final document for the BWC. In addition to this, the 

committee streamlined the process of confidence building measures to encourage greater state 

participation. In order to assist state compliance, the committee established an Implementation 

Support Unit (ISU).75 The ISU’s mandate is to facilitate confidence building measures and 

communication between states. The body itself was initially composed of three permanent staff 

based in Geneva, however generous donations by the EU in 2008 lead to the employment of 

two additional staff members as well as the acceptance of voluntary contributions from state 

parties to strengthen the ISU.76 The seventh review conference in 2011 focused on 

strengthening the ISU and at the 2016 eighth review conference delegates extended the ISU by 

five years.77  

 

 This most recent review conference was a disappointment for many delegates, as 

delegates were unable to reach a consensus on projects for the next five years. Additionally, 

the decision to refrain from regular expert meetings precluded input from the WHO on disease 

outbreak preparedness and public health.78 The BWC is contending with waning funds, which 

may induce the termination of the ISU within the next couple years.79 However, there is hope 

that the BWC will continue to improve by promoting issues such as public health and 

nonproliferation in collaboration with The Global Health Security Agenda, the Chemical 

Weapons Convention, and other international peaceful initiatives.  

 

Task of the Committee: 

 

 Although biological weapons discussions have waned in recent years, the threat of a 

biological attack looms larger than ever. As opposed to other weapons of mass destruction, 

biological weapons have some unique qualities which render them particularly pernicious and 

malicious. The absence of large-scale biological attacks may partially be attributed to the 

subsequent associated chaos–the release of a pathogen into a metropolis can catalyze a 

pandemic across continents due to constant migration in a globalized world. Nonetheless, 

simply because such an attack would be dangerous for the perpetrator and his or her victims, 
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we should never assume that certain agents may perpetrate crimes of this nature. What makes 

this particularly insidious is our lack of preparation for such an attack and current insufficiencies 

in detecting the production and flow of biological weapons. To make matters worse, new 

technologies have and will continue to push the boundaries of what humans can do to alter our 

biologies and surroundings, opening possibilities for complex manipulations of pathogens at 

dangerously low prices. 

 

 Today, biological weapons regulations are insufficient and outdated, and our only 

recourse is the BWC, which has proven to be ineffective. A knowledge of the BWC should 

inform debate along with other UN attempts to control biological weapons including work by 

the VEREX group and ISU. Delegates are encouraged to consider how scientific and 

technological developments could be incorporated into UN efforts to regulate biological 

weapons, and what checkpoints and frameworks could be used in the future to improve States’ 

accountability and transparency. The committee should look at past failed efforts and discuss 

what international bodies might be established to ensure more successful verification 

procedures without overstepping sovereignty. In discussion, delegates should consider the 

following questions: 

• How should definitions for biological weapons evolve with the advent of technologies in 

bioinformatics and molecular genetics, such as CRISPR-Cas9, which have changed 

humans’ relationship and control over biology? 

• How can the threat of bioterrorism be effectively mitigated when biological information 

and equipment is so readily available? 

• How do we protect ourselves against the increasing accessibility of BWs, especially for 

non-state actors?  

• Is there any way to monitor the flow of biological samples and their use for perverse 

ends without stalling the progress of biological research? 

• What sorts of verification protocols could be put in place to strengthen the ban on 

biological weapons without violating national security measures, state sovereignty, or 

being too contentious to validate its implantation? 

 

 Delegates may also choose to refer to the thematic content of regulatory documents, 

including the BWC, and propose possible improvements or changes with respect to 

enforcement and verification measures for BW programs. 
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Information and Telecommunications in International Security 
By Sammi Chan 

 

Definitions 
Cyber Attack 

According to the Committee on National Security Systems of United States of America, a cyber 

attack refers to “any kind of malicious activity that attempts to collect, disrupt, deny, degrade 

or destroy information system resources or the information itself”.80 

 

Cyberterrorism 

The politically motivated use of computers and information technology to cause severe 

disruption or widespread fear in society.81 This activity is directed at the people of the state, 

while cyber warfare is waged against the state.  

 

Cyber warfare  

The use of computer technology to disrupt the activities of a state or organization, especially 

the deliberate attacking of information systems for strategic or military purposes; countries 

with the most developed cyber warfare capabilities include China, Russia, Israel, the United 

States, and the United Kingdom. Other notable players include Iran and North Korea.82  

 

Self-Defense & the Right to Attack 

According to the UN Charter, Chapter 7, Article 51, member states only have the right to attack 

if granted authorization by the United Nations Security Council. Thus, states do not have the 

right to use cyber attacks, cyber terrorism, or cyber warfare against any other entities unless it 

is explicitly permitted by the Security Council. It is stated that actions can only be taken “as it 

deems necessary in order to maintain or restore international peace and security”. 83 
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Historical Background 
The Introduction of the Groups of Governmental Experts (GGEs)  

The issue of information security and telecommunications was first introduced by the 

Russian Federation in 1998 in a draft resolution in the Disarmament and International Security 

(DISEC) General Assembly. Since then, the issue has remained on the committee’s agenda, and 

despite the issue’s acceptance without a vote by the GA in resolution 53/70, UN member states 

have been calling for resolutions to address the matter. 84 

The first Groups of Governmental Experts (GGEs) was established in 2004 with 15 

members (Belarus, Brazil, China, France, Germany, India, Jordan, Malaysia, Mali, Mexico, the 

Republic of Korea, the Russian Federation, South Africa, the United Kingdom of Great Britain 

and Northern Ireland, and the United States of America). The GGE’s mandate was to discuss the 

impact of developments in information and communications technologies on national security 

and military affairs.85 The report published by the GGEs, however, was not the reflection of a 

unilateral consensus amongst its members due to the complexity of the issues involved. This led 

to the establishment of future GGEs.  

The second 15-member GGE group was established in 2009, followed by a successful 

report published in July 2010 (A/65/201). The report highlighted the importance of confidence 

building and risk-reduction measures to address the use of Information and Communication 

Technologies (ICTs) among states.86 Additionally, it emphasized the importance of establishing 

state-related legislation and security strategies. Another main finding of the report was the 

decision to develop capacity building capabilities in less-developed countries. In sum, the report 

addressed how ICTs had created new vulnerabilities and opportunities for disruption, a concern 

shared by all states.  

 The third GGEs group met from 2012 to 2013. At this meeting, the group agreed to 

establish international laws that are applicable to the cyber-sphere with the purpose of 

promoting accessibility in the field of ICT. Another salient finding was the emphasis on state 

sovereignty and its relation to ICT-related activities. The report explicitly stated that States 

“must not use proxies to commit internationally wrongful acts and must ensure that their 

territories are not used by non-State actors for unlawful use of ICTs”, demonstrating the 

responsibility states must take in relation to cyber crimes committed within their jurisdictions.  

 In December 2013, a new report was published in between 2014 and 2015 by 20 

experts. State sovereignty was again invoked to prevent ICT-based interference in the internal 

affairs of other states. These first four iterations of the GGEs outlined the UN’s role in the 

protection of securing ICT’s under the framework of state sovereignty.  

                                                 
84 Developments in the Field of Information and Telecommunications in the Context of International Security. 

(2017). [pdf] United Nations Office for Disarmament Affairs. Available at: https://s3.amazonaws.com/unoda-

web/wp-content/uploads/2017/04/Information-Security-Fact-Sheet-Apr2017.pdf [Accessed 8 Sep. 2018]. 
85 "Group of Governmental Experts on Developments in the Field of Information and Telecommunications in the 

Context of International Security." United Nations. Accessed October 08, 2018. https://undocs.org/A/60/202. 
86"Group of Governmental Experts on Developments in the Field of Information and Telecommunications in the 

Context of International Security." United Nations. Accessed October 08, 2018. https://undocs.org/A/65/201. 
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Resolution adopted by the General Assembly in 201587 

Under the topic of “Developments in the field of information and telecommunication in 

the context of international security”, a resolution was adopted by the First Committee on 23rd 

December 2015. The resolution stated that developments in science and technology had the 

potential to impact civilian and military interactions and the interests of the international 

community. Although it was acknowledged that developments in ICTs might facilitate renewed 

international cooperation, the resolution articulated a concern that these technologies posed a 

threat to international security and the sovereignty of states.  

Additionally, the resolution underscored the abilities of these technologies to contribute 

to cyberterrorism and cyberwarfare attacks. Lastly, the report urged state compliance with the 

suggestions made by the GGEs, particularly stressing the notion that states must use ICT to 

collaboratively strengthen frameworks concerning international security.  

 

NATO Policy on Cyber Defense 

 In September 2014, NATO adopted a new policy that were widely endorsed by the Allies 

at the Wales Summit. Notably, this policy was updated in February 2017 to include cyberspace 

within the purview of international law. This adds another dimension to the existing policy, 

which entails a joint responsibility amongst the Allies to defend against cyber crimes.88 Over the 

past decade, NATO has been the subject of an increasing number of cyber attacks perpetrated 

by state actors; these attacks sum to over 500 incidents per month in 2016.89 In order to 

reinforce cyber defenses and securities, NATO allies have established different agencies and 

strategic defense centers. In 2017, the “Cyber Operations Center” and the NATO Computer 

Incident Response Capability (NCIRC) were inaugurated.90 These defensive mechanisms and 

institutions have bolstered NATO allies’ capabilities to facilitate a better tracking system for 

targets and rapidly respond to real-time threats. Additionally, Cyber Coalition, one of the 

largest cyber defense training exercises in the world, has guided the development of training 

programs intended at preparing experts for attacks of this nature. 
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content/uploads/2017/04/Information-Security-Fact-Sheet-Apr2017.pdf [Accessed 8 Sep. 2018] 
88 NATO. "Cyber Defence." North Atlantic Treat Organization. July 16, 2018. Accessed October 08, 2018. 

https://www.nato.int/cps/en/natohq/topics_78170.htm#. 
89 Anon, (2018). [ebook] Public Diplomacy Division (PDD)- Press & Media Section. Available at: 

https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2018_02/20180213_1802-factsheet-cyber-defence-en.pdf 

[Accessed 8 Oct. 2018]. 
90 Anon, (2018). [ebook] Public Diplomacy Division (PDD)- Press & Media Section. Available at: 
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Issues 
The Superpowers and the Cost of Cyber Attacks 

According to the World Economic Forum, countries such as China, Russia, Israel, the 

United Kingdom, and the United States have been rapidly developing cyber technologies, which 

in turn, has led to an increase in cyber security incidents on a global level. In 2014, the United 

States Pentagon announced expanded cyber capabilities, evidenced by the increase in 

cybersecurity personnel from 1800 to 6000 in 2016. China has adopted a similar approach, by 

developing their offensive and defensive cyber security measures. Other important players in 

the field of cyber technology include Russia, and the United Kingdom; notably, the latter has 

invested heavily in cyber technology over the past few years.91  

On average, a cyber attack costs over 15 million USD in the United States, followed by 

7.5 million USD in Germany, 6.81 million USD in Japan.  

 

 
 

The threats cyber crimes pose to African businesses 

A salient issue in the field of cyber security is the regional focus of cyber crime activity. 

According to the Brookings Institute, cybersecurity costs an average of $11.7 million globally for 

businesses since 2016.92 Events such as the WannaCry ransomeware attack in May 2017, which 

demanded payments from government institutions, hospitals, and major companies, affected 

more than 200,000 users in 150 countries, resulting in huge economic losses around the globe 

due to the suspension of economic activity.93 More importantly, cybercrimes have a particularly 

                                                 
91 Breene, Keith. "Who Are the Cyberwar Superpowers?" World Economic Forum. May 4, 2016. Accessed 

September 10, 2018. https://www.weforum.org/agenda/2016/05/who-are-the-cyberwar-superpowers/. 
92 Signé, Landry, and Kevin Signé. "Global Cybercrimes and Weak Cybersecurity Threaten Businesses in Africa." 

Brookings. May 30, 2018. Accessed October 08, 2018. https://www.brookings.edu/blog/africa-in-

focus/2018/05/30/global-cybercrimes-and-weak-cybersecurity-threaten-businesses-in-africa/. 
93 "Ransomware Cyber-attack: Who Has Been Hardest Hit?" BBC News. May 15, 2017. Accessed October 08, 

2018. https://www.bbc.com/news/world-39919249. 
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perverse impact on the development of African businesses due to the high penetration rate 

into their technologies. Cyber crimes result in substantively lower productivity in Africa. 

Consequently, multiple African countries are left with financial burdens, which is then reflected 

in reducing government spending.  

 

  
 

 Based on the “Africa Cyber Security Report” published in 2017, it is estimated that each 

year, African businesses cost around $3.5 billion dollars. Nigeria, Kenta, Ghana, Uganda, and 

Tanzania was each estimated to lose up to $1.078 billion a year.94 Insider threats consist of 33% 

of the total loss, followed by the 27% loss from attacks on computer systems, demonstrating 

the alarming issue at hand.95 Cyberattacks not only have a high financial impact, they also affect 

countries’ reputation and frustrate attempts at international cooperation.  

 

ASEAN’s vulnerability to cyber crimes 

Despite its consistent effort to be an economic powerhouse on the international level, 

the Association of Southeast Asian Nations (ASEAN) is vulnerable to cyber crimes due to their 

increased dependence on technology. More importantly, national governments are spending 

millions to protect their states’ cyber security. ASEAN relies on individual national government 

to introduce and continuously protect crime laws, which means states are not afforded the 

same universal protection due to differing access to resources, among other factors. For 

example, while Singapore’s government may be capable of enforcing stronger cybercrime laws 

because of increased access to resources, poor member states such as Myanmar or Cambodia 

may be facing are unable to respond accordingly due to underdeveloped and underfunded 

                                                 
94 Africa Cyber Security Report. (2017). [pdf] Serianu Limited, pp.58-59. Available at: 

http://www.serianu.com/downloads/AfricaCyberSecurityReport2017.pdf [Accessed 8 Oct. 2018]. 
95 Africa Cyber Security Report. (2017). [pdf] Serianu Limited, pp.58-59. Available at: 

http://www.serianu.com/downloads/AfricaCyberSecurityReport2017.pdf [Accessed 8 Oct. 2018]. 
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enforcement mechanisms.96 This phenomenon fosters indifference when it comes to the 

drafting a consistent cybercrime policy since every state is responsible for its own protection.  

In order to create a more unified response towards existing issues, ASEAN leaders have 

tried to address policy making from a holistic and pluralistic perspective. Although ASEAN has 

had continuous economic success since its establishment, without cybersecurity protection, it 

will be vulnerable to damage that could directly detract from economic policies and 

government spending.   

  

Task of the Committee  

The First Committee should endeavour to explore the possibility of creating an 

international legal framework that regulates cybercrime at the state level. The goal of this 

committee is not just to bolster state security mechanisms and prevent rises in cybercrime 

rates, but also to establish international bodies or propose other innovative frameworks which 

may effectively mitigate the proliferation of false information in telecommunications at the 

international level.   

 

Issues to be addressed:  

• Regional blocs and their cybercrime rates  

• The possibility of using regional blocs to form alliances against cyberattacks  

• The formation of international bodies and/or to prevent the breach of state sovereignty 

and telecommunications-based security threats  

• An international legal framework to regulate cybercrime activity 

• A detailed definition of what constitutes a breach of sovereignty by 

telecommunications-based threats 

 

Delegates are encouraged to propose and explore any other relevant issues within the scope of 

this topic. 

 

 

  

                                                 
96 Lee, Stacia. "ASEAN Cybersecurity Profile: Finding a Path to a Resilient Regime." The Henry M. Jackson School 

of International Studies. April 4, 2016. Accessed October 08, 2018. https://jsis.washington.edu/news/asean-

cybersecurity-profile-finding-path-resilient-regime/#top. 



 

 

www.namun.org  / info@namun.org / @namun2019 

 

Sources  

International Criminal Police Organization, INTERPOL, https://www.interpol.int/Crime-

areas/Cybercrime/Cybercrime (November 6, 2018). 

 

United Nations, General Assembly of the United Nations Disarmament and International 

Security (First Committee), http://www.un.org/en/ga/first/ (November 6, 2018). 

 

Foreign Policy, https://foreignpolicy.com/ (November 6, 2018). 

 

The Brookings Institute, https://www.brookings.edu/ (November 6, 2018). 

 

CIA Factbook, https://www.cia.gov/library/publications/the-world-factbook/ (November 6, 

2018). 

 

  

https://www.interpol.int/Crime-areas/Cybercrime/Cybercrime
https://www.interpol.int/Crime-areas/Cybercrime/Cybercrime
http://www.un.org/en/ga/first/
https://foreignpolicy.com/
https://www.brookings.edu/
https://www.cia.gov/library/publications/the-world-factbook/


 

 

www.namun.org  / info@namun.org / @namun2019 

Bibliography  

Africa Cyber Security Report. (2017). [pdf] Serianu Limited, pp.58-59. Available at: 

 http://www.serianu.com/downloads/AfricaCyberSecurityReport2017.pdf [Accessed 8 

 Oct. 2018]. 

 

Anon, (2018). [ebook] Public Diplomacy Division (PDD)- Press & Media Section. Available at: 

 https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2018_02/20180213_1802-

 factsheet-cyber-defence-en.pdf [Accessed 8 Oct. 2018]. 

 

Breene, Keith. "Who Are the Cyberwar Superpowers?" World Economic Forum. May 4, 2016. 

 Accessed September 10, 2018. https://www.weforum.org/agenda/2016/05/who-are-

the- cyberwar-superpowers/. 

 

"Chapter VII." United Nations. Accessed September 10, 2018. 

http://www.un.org/en/sections/un- charter/chapter-vii/index.html. 

 

"Cyberterrorism." Oxford Dictionaries. Accessed September 08, 2018. 

 https://en.oxforddictionaries.com/definition/cyberterrorism. 

 

"Cyberwarfare." Oxford Dictionaries. Accessed September 08, 2018. 

 https://en.oxforddictionaries.com/definition/cyberwarfare. 

 

Developments in the Field of Information and Telecommunications in the Context of 

 International Security. (2017). [pdf] United Nations Office for Disarmament Affairs. 

 Available at: https://s3.amazonaws.com/unoda-web/wp-

 content/uploads/2017/04/Information-Security-Fact-Sheet-Apr2017.pdf [Accessed 8 

Sep.  2018]. 

 

"Group of Governmental Experts on Developments in the Field of Information and 

 Telecommunications in the Context of International Security." United Nations. Accessed 

 October 08, 2018. https://undocs.org/A/60/202. 

 

Lee, Stacia. "ASEAN Cybersecurity Profile: Finding a Path to a Resilient Regime." The Henry 

 M. Jackson School of International Studies. April 4, 2016. Accessed October 08, 2018. 

 https://jsis.washington.edu/news/asean-cybersecurity-profile-finding-path-resilient-

 regime/#top. 

 

National Information Assurance (IA) Glossary [2010]. (2010). [pdf] Committee on National 

 Security Systems, p.22. Available at: https://www.hsdl.org/?abstract&did=7447  

  [Accessed 8 Oct. 2018]. 

https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2018_02/20180213_1802-
https://www.nato.int/nato_static_fl2014/assets/pdf/pdf_2018_02/20180213_1802-
https://www.weforum.org/agenda/2016/05/who-are-the-
https://www.weforum.org/agenda/2016/05/who-are-the-
http://www.un.org/en/sections/un-
https://s3.amazonaws.com/unoda-web/wp-
https://s3.amazonaws.com/unoda-web/wp-
https://jsis.washington.edu/news/asean-cybersecurity-profile-finding-path-resilient-
https://jsis.washington.edu/news/asean-cybersecurity-profile-finding-path-resilient-
https://www.hsdl.org/?abstract&did=7447


 

 

www.namun.org  / info@namun.org / @namun2019 

NATO. "Cyber Defence." North Atlantic Treat Organization. July 16, 2018. Accessed October 

 08, 2018. https://www.nato.int/cps/en/natohq/topics_78170.htm#. 

 

"Ransomware Cyber-attack: Who Has Been Hardest Hit?" BBC News. May 15, 2017. Accessed 

 October 08, 2018. https://www.bbc.com/news/world-39919249. 

 

Resolution adopted by the General Assembly on 23 December 2015. (n.d.). [pdf] United 

Nations.  Available at: https://unoda-web.s3-accelerate.amazonaws.com/wp-

 content/uploads/2016/01/A-RES-70-237-Information-Security.pdf [Accessed 8 Oct. 

 2018]. 

 

Signé, Landry, and Kevin Signé. "Global Cybercrimes and Weak Cybersecurity Threaten 

 Businesses in Africa." Brookings. May 30, 2018. Accessed October 08, 2018. 

 https://www.brookings.edu/blog/africa-in-focus/2018/05/30/global-cybercrimes-and-

 weak-cybersecurity-threaten-businesses-in-africa/. 

 

 

https://unoda-web.s3-accelerate.amazonaws.com/wp-
https://unoda-web.s3-accelerate.amazonaws.com/wp-
https://www.brookings.edu/blog/africa-in-focus/2018/05/30/global-cybercrimes-and-
https://www.brookings.edu/blog/africa-in-focus/2018/05/30/global-cybercrimes-and-

